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Smart grid communication networks:
Thecase for reusindelco infrastructures
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Emotion driven design...

Mr. Telco and Miss Ener, are you ready for the

marriage?
-- Architecting the SmartGrid for service resiliency and energy
efficiency using a BlueGreen network design

GLASHEEREN

“I'm willing to accept you for who you are

if I ever figure out who you are.” G Dr‘ Wllllam LIU
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Smartgrid networks: energy anatomms(N|ST
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Smart grid changing electricity landscape

Integration ofdistributed, renewable energy sources,
Improvingefficiency via demand sideanagemente-car
proliferation.

New forms of organisation: microgrids, VPP, hybrid

Disruptive changen electricitydistribution.
Info: 1.2 M small PV producers in Germany in 2013.

Changes imvholevalue chain.

Telecomnunications ardundamentaland vitalpart of smart
grids.

ConnectM of devicesat endusers and 100 Kubstations
Reliably!

€ efficiency value is deciding factor
ROI in utility sector 240 years case for infrastructure reuse

Solutions

All by telco

Utility by itself

Mix of solutions services frorfmoth
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Energy utilities diverse needs (and views)

1. 02S gFyd (2 O2YyUNREf O2)
A All?
A physical layer?
A Qo0S?
A Management of network and data flows or only information
from nodes?

2. Network resilience, fault tolarance, but:
A Low TCO
A Low per node ARPU

6 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC
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Comms networks In utilities: Status

1.
A
A

2,

> I>

Local vs. Central
Teleprotection, autonomous
Substation management

Utilities are oblinddin distribution

Substationgrom 0 toSCADA

End users data sampling from 0 (homes) to 1 min (industry) GPF
connected smart meter

2-3 generations behind SOTA in telecoms
PLC, narrow band

FR, ATM

SDH, with resilient ring failover

Backend systems
Non real time billing, dual tarif, 30 day period

ROI very long
Low investment/year burden

7 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC
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Commsnets: Issues from utility perspective

1. Low latencies fordleprotection(3-10 ms latency)

8 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC
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Smart grid: Latency requirements

Table 2
IEEE 1646 standard: communication timing requirements for electric substation automation.

SEVENTH FRAMEWORK
PROGRAMME

Information types Internal to substation External to ¢ r—

Protection information 4 ms (% cycle of electrical wave) 8-12 ms —l
|

Monitoring and control Information 16 ms 1s | | |

Operations and maintenance information 1s 10s

Text strings 2s 10s -

Processed data files 10s 30s O

Program files 1 min 10 min

Image files 10s 1 min

Audio and Video data streams s 15

Problematic or potentially problematic Types

IEC 61850 communication networks and systems in substations: communication requirements for functions and de

Ajreuibrew 1aqgl) 27

|
Message Types  Definitions Delay requirements
TxBe 1 Messages requiring immediate actions at receiving IEDs. 1A: 3 ms or 10 ms : 1B: 20 ms or 100 ms
Type 2 Messages requiring medium transmission speed 100 ms
Type 3 Messages for slow speed auto-control functions 500 ms
Jype 4 Continuous data streams from [EDs
Type 5 Large file transfers 1000 ms (not strict)
Type 6 Time synchronization messages No requirement.
Type 7 Command messages with access control Equivalent to Type 1 or Type 3.
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Commsnets: Issues from utility perspective
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1. Low latencies fordleprotection(3-10 ms latency)
2. Vs.Financialmarkets lowmatency requirements in 100s

I I> I

3.

A
A

4.

A

A
A

mseconds- p for smart grid too.
Not doable in wireless (LTE)

MPLS L2

Ethernetover fiber (ka F®E)

Vertical only vs horizontal & vertical comms:
Substationssubstations
DRsubstationrmanagement center

Selfhealing MV/LV networks necessdoy missioncritical
Error bounds, QoS andleprotectionon PDH to liefined bylITU(G.821,
G.826, G.828, G.829, G.82¥11540Y.1541, Y.1560 and Y.1561

Fully separatesystemsdoubled

Totaly different design and implementation reliability

5. Powerautonomy 2472 h at substation and critical locations

- contrary to recent telco trend

6. Ly T 2 NI écirity Byylesigr@must be designed in by telto

10 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC
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Some ideas for implementation: High leve

1. Who-Where: ®rvicevs. @ntrol vs. Qvnership
A End smart meter nodes
A Energy network control (substation automation)
A Energy network management
A Backend operations (e.data center, GIS, BSS)

2. Private vs. public comms network, but:
3. Let utility have complete control, visibility
4. Telcos to adapt extension of MVNO model

5. Do not reeinvent the wheel:
A Reuse fregency bands in your region (e.g. LTE EU)
A Fwd looking technologies (e.g. 4&G, SDN
A TCOBwith known solutions
A Abundance of egineering talent

11 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC
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Some ideas for implementation: PlyAp

1. Fiberlaid with orinsideenergycables

2. DWDMoffers plenty of bandwidth and/or functional
separation (e.g. per data traffic, management)

IP/MPLS backbone

|solateddata centerdrom outsidedata traffic

Smart meters direct connection to telecom operato
Share fiber DWDM with telecom operator |

S

12 INTSIKT2014, 9.6.2014 SUNSEEPxoject Grant agreement number: 619437 Radovan SERNEC
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Details on the wireless/cellular case

Facts

1. < 4G ellularnot suitable for missiogriticalimplementations.

2. Bandwidth sharing not desirable. 4G LTE guarantees fixed bw
per end node.

N

SEVENTH FRAMEWORK
PROGRAMME
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Why LTE: OFDMA t & f partitioning

1 resource block =

SEVENTH FRAMEWORK
PROGRAMME

180 kHz = 12 subcarriers Subcarrier spacing = 15 kHz

M—
AV A A A A A AV VY »A'*nﬂ'pn"ol'

!

Uz UE2

1slot=05ms=
7 OFDM symbols™\\

1 subframe =
1 ms= 1 TT|*= .......................................................................................

_ AN
(AR

*TTI = transmission time interval

** For normal cyclic prefix duration

frequency

time QPSK, 16QAM or 64QAM modulation

14 INTSIKT2014, 9.6.2014 SUNSEEPxoject Grant agreement number: 619437

Radovan SERNEC
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Details on the wireless/cellular case

Facts

1. < 4G ellularnot suitable for missiogriticalimplementations.

2. Bandwidth sharing not desirable. 4G LTE guarantees fixed bw
per end node.

3. Target packet loss << 1-%4G LTE

Implementation hints

1. Coverage of MV/LV substation, fromaltelecomoperators

2. Not MVNO

3. Require separate physical infrastructure: base stations,
backhauling, mobile center

4. Switch paths on: packet loss, Q®S

5. ﬁmart grid end node (e.g. WAMS, PMU, SCADA) raiuai&IM

W.
6. Allow for wireline access (3rd option) at critical locatiodBBIC,

XxDSL, fiber

15 INTSIKT2014, 9.6.2014 SUNSEEPxoject Grant agreement number: 619437 Radovan SERNEC
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Telecoms adaptation to smart grid comms

1. New SLA for smart grid
A Multi level, QoS based 4G LTE QCI
A M2M/IoT device types with bw guarantee
A Mission critical
2. Energyautonomyon commsnetwork nodes

A Substation
A Teleprotection

3. New segments for smart grid telecom
A Mid bw nodes (e.g. WAMS8MU)
A Low bw, high resilienceQoS(substation automation)

16 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC



Smart environment: Thinking beyond grid

1. Smart meter + ?

A Smeters at home(water, gas, heat, electricity)
A Single access point

2. UK, Telefonicacasefor smartenvironment
A 53M by 2020
A Hybridcellular + RF mesh ZigBee based
A Snglepoint access backhaul to local masttwork
A SeparateHLR for smart meter Sib&rdsand traffic
A Unified M2M platform

17 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC
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SUNSEED: Main objectives

DSO-telecom converged network
for DEG smart grid guidelines:

design ¢ deploy ¢ operate
Develop advanced
Large scale field trial, measurement & control
~ 1000 nodes sensor node ¢ WAM Sfor DEG
smart grid

Use intelligent analytics &
visualisation toolsfor real
time smart grid management

18 INTSIKT2014, 9.6.2014 Radovan SERNEC
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Analogy: Smart gridg commsg higher aims

Semantic, intelligent computing

Self-fulfillment
needs

MASLOW'S
PYRAMID

Grid, crowd, cloud computing

Psychological
needs

Belongingness and love needs: ‘ L , .
| Survivability, security, efficiency

Basic

needs DSO + TSO + telco
infrastructures
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Available technologies, protocols c Energv_gr::(_i, smart tgns:l "
(fiber, xDSL, WiFi, LTE, PLC) ommunication constraints
i (M ars (latency, throughput,

(L2-L4, MPLS, SON, VPN L2/3) security, survivability)
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Solutions proposals:

Converged networks Usable solutions

Intelligent management Design space
Field trial Metrics
Test set of solutions (technology, economy)
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Usecasedriven design 1

1. State estimation andoltageprofile formation

A Measuementof energy grickey parametersit nodes(U, I, Pj )

A Derivationof state andvoltagegrid graph in reafime

A Automatic control and stabilitypurposes

A Key commsequirements:highbw smartgrid communication nodes (>
1 Mbps) of low density (< 100/cell sector

2. Massivescaleprosumersmart grid

A Renewabledistributed energy sources (photovoltaics, wind-co
generation) andtorage(battery, fuel cell, ecar battery)

Demand response and management on household level

Key commsequirements:highdensity of smart grid communication
nodes (> 1000/cell sector), each with moderate bandwidth
requirement (< 100 kbps).

A
A

21 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC
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Use casalriven design2

3. FRaultidentificationandlocalizationusing external

(non-grid) datasources

Enhanceeliability of power systenservice
Identificationand localization of power outages (faults) through
monitoring ofcomms networkscomponents, CPE

4. Survivabilityof power distribution network

A Worst casescenarie based omassivenatural disasters (e.g. floods,
sleet,snow)with multiple faults leading to cascading failures of critical
Infrastructures.

A Establishrobust and reliable wide aregnergy distributiometwork
with selfhealing abilities using real time monitor/control

A Key commsequirements:highavailabilitythrough diverse
communicatiors paths dynamicdatareroutingover heterogeneous
Infrastructures(e.g.wireless cellular, fiber, copper, PLC).

> >

22 INTSIKT2014, 9.6.2014 SUNSEEProject Grant agreement number: 619437 Radovan SERNEC
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Why survivability focus, too?
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Ultimate challenge: What to do when...

1. 25 % of infrastructure is down?

2. 70 % of all MV/LV energy grid network is down?
3. 25 % of base stations are down?

4. 25 % of population is without electricity?

24 INTSIKT2014, 9.6.2014 SUNSEEPxoject Grant agreement number: 619437
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Energyc Comms networks: Overlap
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