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1 An executive summary

The FP 7 project SUNSEED proposes an evolutionary approabke tdilisation of already present
communication networks from both energy and telecaperators. These can be suitably connected to
form a converged communication infrastructure for future smart energy grids offering open sefliees.
project objectives were achieved by valuable contributions of consortium led by telecommunication
operatorand comprising nine partners.

The technical part of the project was divided among five work packages, of which WP2 was dealing with the
systems concept and business teckemnomic analysis, WP3 was dealing with communication networking
components and imastructure of DEG smart grid, including tdvanced measurement and control sensor
nodes development WP4 was dealing with integrated control, management and analytics, with particular
focus tothree phasedistribution systemstate estimaion and forecasng, and WP5 was dealingith field

trial integration and validation, wherthe key technologies were tested and evaluated.

After more than three years thed NSEEProject achieved the following key outputs:

1 1st of a kind: Embedded secure elementsecure WAMS credentials, integration within smart grid
infrastructure (smart meter, DEG, WAMS), agnostic to underlying networking infrastructure.
o Significantly improved security (level of electronic banking)
9 Cellular networks, 4G LTE enhanced random a@resedure (RACH): estimation and serving phases.
0 More simultaneously active devices per cellular sector
1 Prototype of a phasor measurement unit fulfilling the distribution system operator requirements
o For experimentation in different operating conditiomgth userselectable capabilitiesvith
embedded secure element

1 Prototype of a power quality meter with control capabilities

0 Running FPAI client with @dd control via internal switches (on/off) or MODBUS interface

1 An Efficient Consumption OptimisatioorfDense Neighbourhood Area Demand Management.

o0 Near optimal result with low computational effort and ICT overhead.
1 Multiple networks single view integration
o Power grid, Communications network, Cellular radio coverage

9 Online short term load forecasting f&xSO
0 Forecasts can be used as pseudo measurements for State Estimation

An efficient consumption optimisation for dense neighbourhood area demand management

Hexible power application infrastructure (FPAhplementation

Derivation and implementation of the unified three phase branch models for modelling the grid

topology.

1 Prototypeandimplementation ofthe three-phase distribution system state estimation software, with
support for a wide variety of measurement types, capable of computing the system state in near real
time.

1 An evaluation of existing commetworks was done from physical and topologicatgpective. Used
protocols , redundancy mechanisms, scalability possibilities and security mechanisms were studied.

1 Many kinds of different KPIs were studied, like power network key performance indicators,
communication network key performance indicatocenverged smart grid key performance indicators,
economic key performance indicators and business KPIs. After defining these KPIs new methods for
assessing the reliability of smart grids viaisl out.

1 Techno economianalysis is showing that convergencecommunication and power grid network will
not only have better technical properties, but it will result in more cost effective smart grid system as
result of future proof optimised technical model.

= =4 =
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2 A summary description of project context and objectives

2.1 SUNSEED project aim

The overall objective of th&€UNSEEProject was to proposan evolutionary approach to utilisation of
already present communication networks from both energy and telecom operators. Tdtesdd be

suitably connected to form a convergembmmunication infrastructure for future smart energy grids

offering openservices that ardbased on advanced measurement and control sensor aéaleDEG smart
grid monitoring, and orintelligent analyticand visudkationtools.
In order to achieve thabove overall objective, theaUNSEEProject had5 mainobjectives focusing on:

1.
2.
3.

4.
5.

Establish practical, converged Dfl&com, secure communications network solutions for smart
distribution grids.

Develop advanced measurement and control sensor node to eehieal time smart distribution
grid observability in a secure way.

Use intelligent analyticand visualisation tools to manage smart distribution grid resources.
New business models of converged B8Bcom communications infrastructures for lower TCO.
Test, poveand demonstratekey elements on a large scale field trial.

The project work was divided in six Work Packagess|Wwhile the WP 1 dealt with project management,
WP 2 to WP 5 were of technical nature and are further described in this and nepte€hThe WP 6 dealt
with dissemination activities and is further described unddapter 4 and 5 of this document. The
coordination between the work packages can be seen from the pert diagram preserieglinel.

/

WP1
Project management

]

(

WP 2
Systems concept
and business
techno-economic

analysis

WP6 )
Dissemination, expoitation of results

WP3
Communication
Networking Components
and Infrastructure of
DEG Smart Grid

S

WP4
Integrated control,
management and
analytics

WP5
Feld trial
integration and
validation

Figurel: SUNSEERert diagram

2.2 WP2- Systems concept and business techaoconomic analysis

The goal of WP2 was to evaluate existing communicatgworks in EP and TS from physical perspective,
topological architecture, used protocols on-52redundancy mechanisms, scalability possibilities and
security mechanisms. In WP2 we identified key requirements for dense smart energy grid networks from
communication networks perspective. We defined methodology and data formats for smart grid data
collection from large number of nodes and proposed novel metrics tested on SUNSEED field trial. Also

business models and techrezonomic analysis of use cases wWase.
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The main objectives of WP2 were:

1. To evaluate existing DSO smart grid communication topologies, architectures and evaluate
solutions for converged networking (WAN, FAN/NAN, HAN) with telecom operator.

2. To define distributed, prosumer oriented smagrid performance indicators for energy and
communication networks in DSO and telecom environments.

3. To characterise business models in DEG smart grid stakeholder marketplace and do techno
economical DS@lecom overlay communication networks TCO.

SUNSEED s$aletermined smart grid architecture with various entities that communicate between each
other, i.e. WAMS nodes (PMUs, SPMs and FPAIs), smart meters, message brokers (XMPP, MQTT and
AMQP), data storage (MongoDB), forecasting services, state estimatansfyssolutions and visualization
services (GIS). We prepared a field trial specification which included a detailed communication network
design and architecting the building blocks (WAMS node) and key software modules in the top of the
framework pyramid.We have compiled a set of communication technologies options (primary and
secondary link) for smart distribution grid: fiber, 4G / LTE, RF mesh, xDSL, WiFi, PLC.

We defined distributed, prosumer oriented smart grid performance indicators for energy and
communication networks in DSO and telecom environments. We present the description of devices,
methods and key performance indicators (KPI) used in the SUNSEED field trial. A deep analysis of access
technologies that could successfully satisfy most of impurteechnical demands for smart grid was
performed. The result was leading us to three different scenarios of synergies. The team touched
multidimensional optimisation problem with decision tree modelling.

2.3  WP3- Communication networking components and infsiructure of DEG
smart grid

The goals of the WP3 were twofold. First, to design a proper communication networking solution,
combining both, the distribution system operator and telecommunication operator existing networking
infrastructure. The resulting fation should provide reliable and secure etmdend networking services

and fulfil the expected future requirements. The second goal was to design and prototype secure
connectivity, measurement and control nodes, used in a trial to establish new seackwvalidate
particular approaches and solutions. More concretely, the WP3 goals were:

1. Determine the communication network and traffic requirements of the DEG, smart meters and other
electricity grid related infrastructure, for the consequential design amaltime operation of future
smart grid.

2. Derive methods and tools for proper dimensioning and design of existing communication technologies
in order to support the traffic originated from the reime smart grid operation.

3. To propose and implement a glely coupled communication network and electricity grid solution that
will support precise measurements as well as 4@ak control of individual components, taking into
consideration technologies such as smart meters and wireless sensor networks.

4. Designand propose endo-end security solution that enables secure and easy deployment of
(measurement) nodes in the distribution grid, flexible authorisation procedures, and secure
communication.

5. Design, implement, prototype and validate in laboratory envireminthe measurement and control
nodes taking advantage of the networking solution to establish-tiea grid observability and
individual loads management according to the needs of users and/or status of the grid.

The first task defined the necessary utpthat were required for the other task in the weplackage. These
inputs are: the traffic model (especially for the WAMS modules), control loops of the future smart grid and
their corresponding communication requirements, different types of smart gidrol implementations as

well as candidate networking solutions for support of the +&ale smart grid operations.
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The second task defined evaluation methods for quantifying the achievable communication delay vs
number of supported nodes and given themaunt of available resources in the wireless access network
reserved for the smart grid support. Further, analytical models were derived for quantifying the access
network bottleneck (i.e. outage probability) of the random access and uplink/downlink shaal
channels. Regarding reducing the collision probability in 802.11ah networks a station grouping algorithm is
proposed. This task also investigated the impact of the packet delivery reliability (for a given delay budget)
when packets are transmitted ev multiple networks in parallel (i.e. multiterface transmission). An
approach is also presented about joitésign for secure and robust networking using the existing
networking infrastructure at the telecom operator and the smart grid operator.

The third task dealt with the design of measurement and control nodes to support various smart grid
applications (e.g. grid state estimatiditexible loads control) and provide respective data collection for
further analysis. The two WAMS node instances thiate produced as an outcome of this task share the
same application and connectivity framework and two distinctive measurement and control modules to
support on one hand the power quality (PMC) and synchrophasor (SPM) estimation and on the other hand
dired on/off or application level loads control. Next to the WAMS node development this task also
provided the detailed specifications of the communication networking solution and measurement data
collection for the SUNSEED trial.

The fourth task designed theecurity solution for the future smart grid applications. This security solution
ultimate goal was to secure the communication between the WAMS devices and the SUNSktboappl
The work involved had ®ainfocuses:

1 Enhanced security of the credentia®ored in the devices thanks to an embedded secure element
soldered on the WAMS PCB.

1 A unified management for access control and credential distribution system, articulated around an
authorization server.

f ¢KS RSTAYMILXZ2E Q2 RAYWIDAUzZE aSOdzNARG& 6220Ga&0N LI LINI
as well as for the application security initialization. This procedure involves the preprovisionning of
initial secrets inside the secure element. Thosersets are used automatically during the device
deployment phase to derive shorter terms credentials to be used to sasibIScommunication
and enable WAMS access to protected resources.

2.4 WP4- Integrated control, management and analytics

The goal of WP & to develop a platform for redlme analytics forecastingand managemenservices for
energy distibution networks for small DSQOm order to significantlyimprove the observability of the
distribution grid, as it is one of the key challenges in thietext of introducing smart grids.

The following main objectivesere defined in WP 4, which are aligned with four tasks composing the WP4:

1. To develop a detailed model of DSO grid that will enable the observation of loads on a micro level as
well as servas a tool for the simulation of different measures.

2. To implement shorterm demandresponse forecasting models for efficient planning and management
of energy flows.

3. To develop a central system for managing energy consumption and production in accordémteew
observed patterns and criteria to minimize energy peak situation.

4. Extend and adapt the Flexible Power Application Infrastructure platform to operate in the DSOs smart
grid.

Within the first task we aimed to develoghe detailed DSO grid model, cpmnising of electrical
specificationsof network elements (e.gf A Y S&a > (i NJ) ¢nd BIBoNtveSusdi/aroduxer profiles
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includingdevice profiles (e.g. storage$,A YS & KA F (1)STNBAchEieve tHeFubiSentakility e three
phase state estimation for distribution system wasvisagedbased on measurements from WANEM,
developed in WP 3, and from Smart meters. In addition, all the cuforatastedgrid statusisdisplayed in
a geographically distributed mannesing Glsas well as dedicated visualisation tools.

The goal ofthe second taskwas to develop algorithms and system for forecasting, based on the
measurementscalculationsand devices status provided in first task. The developed system needs to
include services for acquisition, cleaning and fusion of data, coming from a variety of data sources in
different formats, data modalities and of varying quality. Developed algorithms for cleaning, fusion and
prediction will be based on techniques from sesapervised machine learning, offering ability for domain
experts to provide feedback as part of the learning process. The devetdgedthms needo be designed

to run in realtime.

The third task was dedicated to smart grid managemaeitere we study, evaluate and select the load
coordination and management mechanisms to better support DEG integrdticaddition,integration of
software modulesiamely grid model with state estimation, load forecasting and Flexible power application
infrastructure willbe done.

Within the fourth task we aimed to develop the -@ite lightweight node software, integrated securely
gAUK GKS 21 a{ y2RSZ FYyR OSyi{iN}rt aeaidSy olFaSR 2y ¢
that acts as a M2Mbased interoperabitiy layer between the Load Management System and the distributed
energy resources. It should support InterradtThings properties (registry & automatic discovery of
connected resources and nodes), management interface to remotely managiteomodes and anonitor

and control interface to monitor the grid and control-gite nodes in a secure manner.

2.5 WP5- Field trial integration and validation

WP5 focuses on the planning, preparation and execution of the test polygon that will allow analysis of the
strengths of the concepts and techniques developed in WP2, WP3 and WP4 in practice. The main goal of
this WP is to physically setup, run and validate operation of large scale field trial. Deployment and
validation of the use case scenarios is defined, and apigliadeployed and verified within.

Work in WP 5 is divided on four tasks to achieve following main work package objectives:

1. To set up field trial consisting of approximately 1000 measurement nodes at DEG, substations, mobile
base stations, homes, busiss sites, €ar charging points.

2. To perform long term accurate power flow measurements and communication traffic flow
measurements at these locations.

3. To extract lessons learned and quantify results and show the scaling to deployment (plan, operate,
finance) of similar or larger scale smart grid energy and communication systems.

In first task the field trial location were selected base on independent criteria to dénchany possible

existing and future communication network and cover all relevant SEBD use cases. The selected
network parts have to integrate future prosumers with number of different DER in rural and urban area and
have to represent rounded part of power grid. All these demands are covered in selected field trial
locations Kromberk, BY A FA {1 = wl T RNIi2 I yR Yy@dihinary testlts frédeADSO G I & |
and telco communication network coverage analy$ispological analysis of EP and TS networks shows a
high degree of overlap, with wireline and cellular communicatiotwoeks. On this basis we prepatiee
communication solution scenarios and preliminary installation plan for connecting end nodes for all
distribution grid filed trial locations: smart meters and WABBM devices with PMU capability.
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A crucial task in WP&as second one where field trial was set up with installations of smart meters and
developed power measurement equipment (WAMS SPM devibe)tal we have installed of 38 pieces of
WAMS SPM devices on 30 different geographical locations and 781 argaidmart meters with 24 PLC
data concentrators.For measurement data transfer to smart meter and WAMS database a special
communication network architecture was developed with different communication scenarios including
FTTH, mobile (GPRS, EDGE, UMIE), katellite and PLC. All measurements from the field trial are
accessible and visible on GIS portal (SunGIS).

In third task a comprehensive field trial analyses and validation was made. We focpéysital
installations on field trial, communicatioretwork with developed communication solutions and for power
measurements as inputs for developed applicatioRegarding the physical installati@@me deviations
regarding first installation plans occur due to several unpredictable technical andenbnical reasons
which are explained in D5.®n communication field we found out that fiber and also LTE technology
achieve high performanceevaluaton of power measurements supporting the distribution system state
estimation and load forecast shows that magnitude error is smaller than 0.2 % and phase error is below
0.01 degrees. Prediction evaluation shows that regression models work only sligtidly thean moving
average models at very short and at longer prediction horizon

In last fourth task an evaluation of all solutions and results for convergedt&&0m communication
network supporting future smart grids was made. We produce and pullistj aSmart grid converged
DSGtelecom communication network deployment guide bedkh all recommendations for installation,
communication and power measurements application solutions obtained in research and practise work
done in whole project.
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3 A description of the main S&T results / foreground

3.1 WRP2- Systems concept and business techaconomic analysis

First goal of WP2 was to identify key requirements for dense smart energy grid networks from
communication networks perspective. An evaluation ok8rg communication networks in EP and TS was
done from physical perspective. Topological architecture, used protocols-6nreg8undancy mechanisms,
scalability possibilities and security mechanisms were studiaded on the evaluation we were able to
proceed with field trial specification, its detailed communication network design and design the building
blocks (WAMS node) and key software modules in the top of the framework pyramid.

A systematic analysis of possible developments in distribution gbdsed on three types of use cases:

1 UC1 with a dense network of measurement nodes, smart meters and WAMS, on all DER nodes and
majority of prosumer locations that will greatly enhance distribution grid observability

1 UGC2 presents use of real time commgation and time synchronous measurements (from 1 s to
15 min reporting intervals) as the solution towards advanced distribution management system with
capabilities up to date seen only in transmission grid (e.g. voltage profile from state estimation);

1 UGCS3 studies the combined use of converged communication and power networks to pinpoint the
type and location of failures. Particular implementations and solutions based on these use cases
will be physically realised also on field trial.

Technical requirements for communication networks in smart distribution grid present a starting point of
the necessary functionalities. Achieving QoS as demanded by characteristics of elements and systems in
distribution grid is essential in future smantidg, particularly those based on converged networks. We have
addressed security measure requirements from wider perspective covering data management,
communication, confidentiality, integrity, availability, disaster recovery, identification, authentigatio
authorisation and risk management. Additionally, IP/MPLS technology is explained as the communications
network core.

We prepared a field trial specification which included a detailed communication network design and
architecting the building blocks (MMS node) and key software modules in the top of the framework
pyramid. We have compiled a set of communication technologies options (primary and secondary link) for
smart distribution grid: fiber, 4G / LTE, RF mesh, xDSL, WiFi, PLC. Communicationspaoeidiity,
telecom operator or 3rd party (second telecom operator, municipality) based on WP5 field trial
specifications

Based on WP5 Field trial concept and definition, we have compiled a set of communication technologies
options (primary and secoiadly link) for smart distribution grid: fiber, 4G / LTE, RF mesh, xDSL, WiFi, PLC.
Communication providers are utility, telecom operator or 3rd party (second telecom operator,
municipality). We have identified and refined general communication requiremehitsh are:

1 L3 networking by default (from transformer station or WiFi NAN node uplink),

1 Cellular (mobile) access via APN and LTE, with specific APN per geo_area / node_type /
interface_type, Latency (operational delay) constrained comms networks with targets: < 100 ms
(time synch), < 1 sec (state estimation),

All transformer stations with dal / redundant uplink communication paths,

Multilayer security solutions (e.g. L2 = access control lists, L2.5 = MPLS, L7 = eUICC integrated
within each WAMS node).

SUNSEEPXrojectfinal report, Grant agreement No. 619437 PagelOof 45
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SUNSEED has determined smart grid architecture with various entities that communicatebetach
other, i.e. WAMS nodes (PMUs, SPMs and FPAIs), smart meters, message brokers (XMPP, MQTT and
AMQP), data storage (MongoDB), forecasting services, state estimators, security solutions and visualization
services (GIS).

Analytics/ Forecasting Distribution System Sate
Estimation Other smart grid services
( - ) (e.g. Demand response (MPPDR),
- L calouation z - Monitoring (ADNMSP),
( data cleaning ) data_ < N e ) _data KPI monitoring, X)

other data
<= — e ™~
— Reporting & visualisation
T ) N (GlSapplications
g ~ visualization)
( N \_ _J

— Raw data storage E
(Mongo, L, ...)

\

~ ™

Security
(Authentication,
Authorisations and
credential man ment

Landis+Gyr
(Aggregator)

FPAI Agent
& driver

==
Figure2: Systems architecture view and key building blocks of SUNSEED.

We were building upon the known standards in smart grid realm, particularly IEC 61850 and Smart Grid
Architecture Model (SGAM) defined by IEC. The statheofirt in communication networks for smart grid

in WAN and NAN is covering also technical characteristics of solutions being used to date. PLC has a
particular role in AMI and will undoubtable continue to be main technology of choice for communication
from smart meters to first aggregation point (usually PLC concentrator). Analysis of contemporary DSO and
telecom operator networks reveals interesting similarities (e.g. use of MPLS, timing synchronisation
mechanism) and these will be put to use in desigmiogverged networking solutions. DSO uses physically
different networks to transport different traffic types, to assure performance or make access secure (e.g.
control/command, teleprotection, data cerdraccess, AMI collection).

To achieve integration ofmultitude information flows within converged DSO telecom operator
communication network it is mandatory to strictly follow the good practices of traffic classification from
source, WAMS node, throughout the network and to its destination in DEMS. Sacddtiop can provide

QoS as required by DSO for reliable and secure operation of distribution grid. MPLS is the central logical
interconnect from WAMS nodes to telecom operator testing and data servers and also to other entities
(e.g. DSO). The extensionanfrrent EP and TS approaches was implemented in the field trial. Most of the
communication between WAMS nodes and the TS datacentre (where raw storage was established) was
separated from public internet using multiple APNs (connection via mobile netwanksYPNs (xDSL and
satellite connections). Core network data was terminated with firewalls (for securing connectivity toward
MPLS network) and load balancers (for distributing workloads across multiple computing resources).
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The second goal of WP2 wasdefine methodology and data formats for smart grid data collection from
large number of nodes and to propose novel metrics tested on SUNSEED fiel@huglwe defined
distributed, prosumer oriented smart grid performance indicators for energy and canwation networks
in DSO and telecom environments. Deliverable D2.2.2 is presenting the description of devices, methods and
key performance indicators (KPI) used in the SUNSEED field trial. The majority of expertise was performed
2y aySg YSiKRRE HayzRSalaA2yihm GKS NBfAFOATAGE 2F { YI NJ
KPlIs are as follows:

1 KPI of power networks present IEEE 1366 specified system interruption indices (e.g. SAIDI,
SAIFI, MAIFI) and EN 50160 specified power quality indicemddium and low voltage
distribution networks.

1 Communication networks KPI describe classical physical layer ones (e.g. latency, jitter, packet
loss), mention relevant IETF proposed recommendations.

Data for defining the KPlIs is collected at specifiatioas, e.g. substations, medium and low voltage bus
bars, distributed energy sources and prosumer locations. Reporting period for WAMS nodes was about one
d4SO02yR 6KAOK A& aAIYyATFTAOFyidfeé &AK2NISNI O2YLJ NBR (2

Data collection framework and alydical data processing derived KPIs, distribution network operations
parameters (e.g. voltage profile in substation graph) and forecasts of grid state and loads.

We were using so called Advanced distribution network management system platform to geretfadis

field trial operations on a model use case that collect and summarise all main points of the field trial
operation that we want to investigate. We did this for:

1 dense placement of distributed energy resources within distribution grid,

9 achieving disibution grid observability,

9 tracing operations and faults via power grid and supporting converged communication
networks

9 integrating processed information for real time visual presentation within advanced energy
management centre.

Key measurement andommunication requirements of WAMS were discussed with a large focus on fast
reporting (1 second) of multiple measured parameters: U, I, P, Q, harmonics. We found out that
communication network connection, architected for redundant and highly reliable] dbgsical port
operation must support different treatment, prioritization and marking of data traffic, i.e. measurement vs.
control vs. internet.

¢KS GNIXyaAaxdAaAz2y FNRY | OflFaaAirodolfs LI aaArAdS RAAUGNROG
addition of various telecommunications and IT components. This can have a significant impact on the
performance and stability of the grid, but it is not easy to say if this will be positive or negative. More
components means more failures, but smart contstdategies can also limit the impact of failures, for
instance by fault isolation or by power rerouting. Careful analysis, for instance by simulations, should be
performed to assure that the performance of the grid will not be degraded by the transition.

A grid in which sensors, controllable (power) components, telecommunication links and control nodes work
together can be viewed as a dynamic system with one or more feedback loops (in the sense of the classical
control theory). For predicting the behavioof such systems, one has to study the system as a whole,
including the closed feedback loop(s). Owannot predict the behaviour, including the expected
performance, by studying individual sub systems (power grid, telecommunications network, control
algaithms) since this ignores the closébp nature.

Except for trivial designs, it is hard to evaluate the performance of the complete system when being
affected by (random) failures without looking into the different failure scenarios individually. Bewgtef
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scenario (combination of one or more failures) may cause a different response from the feedback system
and may have a different outcome for the performance. The proposed method is based on the systematic
simulation of a large number (but not all) diose failure scenarios, up to the point where sufficient
accuracy has been reached. The basic principle of this method has been useddueiessfullyfor the
evaluation of the performance of large telecommunications core networks.

Grid
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config S simulation
-_/- 3 [
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Net 9 Net op
i o config . . Qv
config 0 Telco simulation e S——T
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Figure3: Simplified view of the architecture of the tool set

A number of candidate power flow analysis tools (GridlabD, OpenDSS, MatPower) have been identified for
these simulations. Some experiments with GridlabD have shown that it is passibtegrate this tool into

an evaluation system that implements the described method of systematic but incomplete failure scenario
simulations. An important question that has not been answered yet is whether the proposed method is
scalable enoughtoharfl G KS O2YLX SEAG& |yR ydzYoSNI 2F 02YLRYySy
such that sufficient accuracy can be reached within reasonable computation time.

The third goal was to characterise business models in smart grid stakeholders marketplate ém
techno-economical DS@elecom overlay of communications networks total cost of ownership.

28 RAR lylfeara 2F RAFTFSNByYy(d a0Syl NA2da 2F G2RI &0
beginning we started with ToC preparation ofetlfinal deliverables in this task, which ab®.3.2 and
D2.3.4.SUNSEED partners were discussing and then at the end we have defined all possible stakeholders,
which were then involved in the techreconomical modelling. Typical business case scenarios wer
defined. They mainly distinct between Telecom and DSO cooperation:

1. utility takes all roles,
2. dziAfAGE SEGSYRa (2RIFIe&Qa 2LISNIaGA2yIT GStf 02 Gl Sz
3. complete market democratisation

We have performed a deep analysis of access technologies that could successfully satisfy most of important
technical demands for smart grid. The result was leading us to three different scenarios of synergies. The
team touched multidimensional optimisatigszroblem with decision tree modelling.

We used fivestep procedure in techno economic analysis. The first step was the definition of informational
flows, second was to get the best combinations and common properties, third step was using ICT tools for
decision tree, evaluated everything in fourth step and we got results in fifth. Investment costs of different
methodologies like incremental costs, long run costs and LRIC model were also analysed.
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Field trial communication solutions represent valuablesmg input for business and economics analysis of
the project. We included results from the fietdal and experiences we gain into deliverables. We needed
to understand this to analyse the stakeholder's involvements. The filed trial (W& showed usa
valuable insights for better understandings of different stakeholders roles in multidimensional model.
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Figure4: Business model 4Utility takes all roles.

New business models were prepared and developed. This busmesils connect technology and
business mainly between energy utildiand ICT companies and then we have added other stakeholders
(service offering) on future smart grid market to have more aatumodels. We used these as direct input

for the scalable ases when we define the ertiend value chain between DSO, telecom operator, energy
services provider, ISP, and/or 3rd party solutions provider (e.g. data analytics solution provider). We have
done detailed analysis with LRIC methodology on specific usms aghich we discovered and see in field
trial.

We performed a market analysis of important stakeholders participating in proposed new business models.
We have found synergies between DSO (energy) and telecom operators with regard to end customer and
evaluation of different business models. This task had a significant influence because energy
M2M/Smartgrid vertical became one of most promising future combined tBIB® ecosystems. Working

on the project and exploring multidimensional design space presengdith a limited set of possible
08y NA2a G(F1Ay3 Ayid2 002dyd €20t 3F288NYYSydl
economically evaluated with long run incremental cost analysis. Telecom operators will need to change
business models deafinwith energy companies, if they would like to be a part of new ecosystem,
implementing new SLAs and managing trust for multiple stakeholders.
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Slovenian  government  established the  techemonomic  group  Http://www.energetika-
portal.si/novica/n/medresorskalelovnaskupinazapametnaomrezjain-sirokopasovnanfrastrukturo-
9576/ ) with almost the same objectives as the 02.3 in WP2 (21.1.2016) during the SUNGE&DThe
results of this working group will be of great importance for later activities based on deliverables of
SUNSEED project.

3.2  WP3- Communication networking compoents and infrastructure of DEG
smart grid

The goal of WP3 was to (i) develop a robust, secure and future proof networking solution ftimeal
management of the smart grid, (ii) design and implement the grid monitoring devices, and (iii) propose and
adopt a new endto-end security solution. For this purpose, the following key results were achieved.

As illustrated irFigure5, future smartgrids will have a regime management loop that is based on various
measurement information collected from the installed power grid measurement nodes. WP3 has made a
proposal regarding different types of smart grid control loops i.e. centralized, distributed (as shown in
Figure5 in the bottom right corner), and localized as well as communication requirements for these
control-loop types. Further, for the Wide Area Monitoring System (WAMS) situi are also developed in

this work package a traffic model is proposed as illustratedrigure 5 (bottom left corner). The
communication requirements and the tfed models were used as an important input for the design and
analysis of the communication networking solutions in this work package.

Further, the candidate access network technologies (wired and wireless) were selected and their pros and
cons analysetbr the support of future smargrid applications. For the wireless access networks, the initial
capacity and delay bottleneck insights were used to select LTE as primary technology (UMTS and WiFi
802.11ah as secondary) to be further investigated in detail

Smart Meter -_— -

;
P> WAMS + FPAI I
Demand| Supply
L Votage Loss
L LT |
Y = <
— . WAMS + m
2 fiTsc0s FPAI Distribution Grid > I
O bso . 9]
Network c o _
O Voltvar Integrated r’l% l Distributed Grid Control
Controller 3
. Control
mmmEE (example Management -n;i v
function XYZ) Analytics (WP4)
Téico ) (S
DSO DSO
Networs Forecaster e Networ
pemend/ | |
Supply
! Y controller
ok 22?;{1% oy Operati External
iz Samplng. 1 Ha e sources
60} 70 1z sampling, 10 Hz opd. (weather etc)
10 Hz sampbing. 1 Hz upg. B Frosumer Demand Response for votage regulation

B centraiized Vottage reguiation through Real-time State Estimation and Short-term State Forecast

Required throughput in cell (Mbit/s)

0 100 200 300 400 500 600 700 800 900 1000

# of WAMS nodes in cell

Figureb: The Smart Grid control loop and WAMS traffic model
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Having selected LTE as the primary technology, the LTE access network was analysed from various

perspectives, namely:

1 A coverage assessment where generic deploynsgnarios where considered given specific
parameters such as anticipated device deployment density and frequency bands for the field trial
networks. The analysis also considered the effect of various coverage enhancement techniques;

1 LTE and NBT delaybased capacity assessment, which took a starting point in the coverage
assessments and further evaluated the amount of resources required by devices in different
coverage conditions, which finally allowed to evaluate the statistics of the latency;

1 Wheneveran idle LTE UE wishes to make an uplink transmission, e.g. to report a power
measurement, it needs to go through the message exchange of the access reservation protocol
outlined inFigure66 NA IKG0d® {AyOS (KS RAFFSNByld YSaal 3Sa
limited logical channels, we identified a potential bottleneck problem. To be able to thoroughly
analyse the potentially difficult scenarios, we posed an analytical model that accurately
accounts for the limited resources and retransmissions taking place in case of collisions or failed
access attempts.

These analyses revealed that LTE cannot reliably supporttimeal smart grid applications in lal
circumstances, for example during peak cell load or in case of weak signal coverage. Therefore, several
proposals for reengineering of the LTE and other access solutions have been investigated. Specifically, the
following access protocol improvementsdaaccess strategies have been proposed:

1 Massive M2M access with reliability guarantees in LTE systems
I Transmission probability control and twmp ALOHA
1 Reliable reporting in LTE with periodic resource pooling

These proposed improvements are targetitigg case of random uplink access for a massive number of
devices. While this is not directly applicable for the deployed W/ARB! devices, as long as they are
functioning with short transmission interval (<10 s), the massive access problems occur in gemata
grid systems when various sensors and loT devices are reporting measurements.

A different proposed improvement considers different ways of exploiting multiple network interfaces, such
as LTE, UMTS, and-Wisimultaneously, in order to improve theliability of realtime critical applications.
(seeFigure6) Besides the most straightforward packet duplication or cloning strategy, we also considered
packet sptting strategies that relied on a fountain code to generate redundant packet fragments. Based on
this fountain code, we investigated the applicability ofolt-of-n strategies and latency optimized
strategies, which in some cases allowed to decrease,tieeg99" percentile latency by as much as 40%,
when using lowrate technologies such as GPRS and EDGE with relative large payload sizes (>1500 bytes).

In addition to the 3GPP based access network solutions, the work in SUNSEED also studied the newly
released IEEE 802.11ah protocol. A key problem in IEEE 802.11 based systems is the collided transmissions
caused by the hidden node problem. To mitigate this problem, a novel statignorging algorithm was
proposed.
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Figure6: Left: Multiple redundant communication paths. Right: Access Reservation Protocol
in LTE.

To support the project use cases requiring #ae information on the grid state, the prototype
measurement and control nodes of the Wide Area Measurement SysW/MS) were designed and
implemented. In this process, the aim was to best fulfil the following objectives that are often characterized
by conflicting requirements:

Fulfil the particular requirements of distribution system operator.

Combine several WAN and LAN communication interfaces.

Support power quality and synchfhasor measurements.

Support direct on/off and application level loads control.

Support gateway functionality for a selected set of underlying devices.

Enable batclmemote software reconfiguration, deployment and updating.

Adopt specific components partially developed within the project.

Adopt security solution.

Introduce a common application framework supporting parallel hardware and software
developments of diffrent partners.

Support FPAI framework.

Modular node design with single compact form factor and several installation variants.
Device by device extensibility via proprietary bus.

Fully embedded functionalities requiring minimum external installation conemts.
Support standardized legacy and 10T protocols.

=4 =4 =4 =4 -8 -8 - -8 -9

=A =4 =4 -4 A

The purpose of the developed prototypes was to (i) support particular developments and emulate the use
cases in laboratory environment and (ii) consequently deploy the final prototype instancee acthal

field trial. Following a modular hardware and software design concept, a set of modules with corresponding
functionalities have been designed that in different combinations form the instances of sypkhsor
measurement device (EEPM, also refeed to WAMSSPM) and power quality measurement and control
device (CHPMC, also referred to WAMPBMC). As depicted iRigurelFigure?, both of those share the
same application and connectivity module with various component placement options and a distinct
version of the measurement and control board.
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Figure7: WAMS node.

The CPSPMs are dedicated devices with common time reference provided by a very high precision GNSS
driven clock, which allow for timeynchronized phasor (synchrophasor) estimations at different locations.
Combininghigh precision and high sampling rate (up to 50/60 Hz) measurements of voltage or current
phasors on a -Pphases system allows for a comprehensive view on the state of the entire grid
interconnection. The prototyped CHPPM enables-Bhase voltage/current sychrophasor measurements at
medium/low voltage of the distribution grid. Besides dedicated measurement circuitry and signal
processing it also features a Linemabled application processor, LTE, Ethernet and-gower radio
communication interfaces, seaeielement, and a GH#sed reference clock. The-€RIC devices allow for
3-phase power quality measurements (such as real/reactive/apparent power, frequency, voltage, current,
total harmonic distortion) and control of end connection points (via on/offyelar serial line application
interface). Within the project, the devices were designed in exactly the same form factor-8®N,P
reusing the application and connectivity boards and introducing a measurement and control boards The 1
reporting period wasconsidered for devices deployed at major grid buses and important prosumer
locations to support state estimation, while a requessponse mechanism based on FPAI framework was
considered to support demangksponse services. More details on the designC&#SPM and CGPMC
devices can be found in reports complementing the deliverables D3.3.1 and D3.3.3.

In field trial, the CESPM and GPMC devices were together with smart meters deployed in 4 clusters.
Apart those being characterized by different grid characteristics and used to investigate complementary
use cases for grid management, different connétstioptions have as well been considered. Those are
together with wiring diagrams for G&PM and GPMC reported in detail in D3.3.2.

The SUNSEED solution for rthlale management of the future smart grids involves deployment of
numerous WAMS nodes thabntinuously monitor the functioning of the distribution grid. The deployment

2F GKS&S 21 a{ y2RS&a Ay LN} OGAOS &aK2dzZ R 0SS I & | dzi?z
CKAA | faz2 AyOfdzRSa (KS y20A2yiK2ad &LE dA by RX LR IQE O
and yet within SUNSEED it is deployed for Integie€things (I0T) applications, which is an enhancement of

the state of the art. The whole security solution is illustrateéigure8.

During the manufacturing process the secure element is embedded in the WAMS node containing the
security secrets for that particular device. These secrets are used for device authenticatipne@ienting
cloning) after the node is deployed in the smart grid. Additionally, the associated authorisation credential
and security parameters are loaded in the authorisation server.

CKSYZ FFGSNI GKS y2RS RSLIX 2@ YSd ia thieKnfial secufitgtdotserap LI | &
procedure where the device is authenticate and all relevant security parameters are made to the device for
e.g. securing the communication links and for the-selquent applications security managing the publish
subscribe access to the data produced by the node.
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The designed security procedure was tested in the SUNSEED trial via thestitatzgtion use case and the
deployment of the WAMSPM nodes, where the secure element was embedded. The trial showed that the
designed solution is feasible and workable for practical deployments.
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Figure8: Security Solution Architecture

3.3 WP4- Integrated control, management and analytics

One of the major goals of the SUNSEED project is to improve the observability of the distribution grid. The
improved observability is one of the key challenges in the context of introducing smart grids. To avoid high
investment costs into reinforced gridthé grid requires some smartness, where all decisions are based on
the in real timeestimated state of the gridnd as well on the forecasted state of the gftdom the DSOs
perspective the observability is in particular important because it allows higbeetration of distributed
resources into the grid. Further, the operation of the grid is followed closely and disturbances can be
observed and eliminated at the place of their origin. We use the observability for the sole purpose of
observing the networland as an input into thdorecasting andyrid management module that supports
decisions made by the operator in the distribution contrehtre. We achieve observability of the network

by estimating all the electrical parameters on the network elementhénnetworkThe data flow model of
Analytical platforndeveloped within WP & depicted irFigure9.

Developed three phase state estimation software, which supports a wide variety of measurement types, is
capable of computing the system state in near fidale. Its performance depends on (i) the accuracy of the
measurements, obtained by smart meters andsiom developed synchrphasor measurement units
(WAMSSPMSs), and (ii) on the parameters of the network model. Thus, for the DSO grid model series
impedance and shunt admittance matrices were developed for all underground cables and overhead lines
focusingto Kromberk testbed. They were then used in the proposed unified tpieese model for
distribution network components that we implemented in the power flow and state estimation solvers and
used in practice. This representation of network components alswaightforward construction of the
network admittance matrix. Three phase state estimation engine software architecture in C++
programming language was developed, considering parallelization that could be done in the future. It is
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based on a nonlinear ¥ighted Least Square (WLS) approach. The state estimation was successfully tested
using real measurements from the Kromberk deployment $tigure10). To find the ptimal number and
positions of WAMSPMs we perform multi objective optimisation algorithm as there are too many
possible solutions to evaluate them all. In addition, we also performed the sensitivity analysis of the state
estimation problem, for which seval different methodologies were implemented and compared.
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Figure9: Analytical platform overview

In SUNSEED, grid management mechanisms are considered primarily from the DSO perspective whose main
aim is to provide means for safe grid operation. We focused on methods to optimise the voltage on the
network with the objective to reduce network losses by using measurements from devices (WAMS, SM)
placed on the low and medium voltage. The proposed meéthtlises a Greedy Algorithm and power flow
analysis to find the tap position of the transformer in the primary substation that produces the lowest
losses. The proposed method for voltage optimisation enabled by monitoring the voltage has been
simulated br a trial network from the SUNSEED project. The results show that method reduced the MV and
LV network power losses by 6.29 %. This result is expected to be higher for distribution networks where the
difference between maximum generation and maximum denhas higher or for networks where the
demand/generation varies more frequently. Another smart grid management mechanism that was
investigated was an optimisation framework for massive household consumption load management. We
also focused on mean field ganmodelling electrical vehicle charging, where we proposed a novel game
theoretic framework for massive EV charging scenario.
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In the developed data visualization module a unified view, i.e. integral presentation of power grid, and
communication network coverage, together with power grid elements and communication network
elements, i.e. assets from telecomeator and electrical utility was made. In addition to the presentation
of static layers the majority of the measured data and results (state estimation, predictions) are also
represented in the data visualization system based on the GIS software. Dustmaiand dynamicity of
data, highly efficient system capable of processing-tiea¢ data is required. Therefore evprepared a
combination of an open source software wbhsed GIS framework and already developed open source
based application mGISmap, usad a graphical presentation platform, capable of presenting-tieed
data of both power grid and communication network locations, eg. power flows, radio coverage of
distribution grids etc. GIS layers of DSO and telco are integrated into single Gl&tiapplie. SunGIS. As
well, dynamic data layers are collecting and presenting data from various sources (from partner software
modules, SUNSEED databases (Mongo), external databases, monitoring systems etc:jirire.réal
addition to main visualisatiomodule (SunGIS) we developed also some dedicaimahlisation tools for
real time monitoring of phasors from WAMSEPM nodes (i.e. 2@s period), and the state estimation
results including the calculated power flows. Dedicated visualisation software werelgped also for
forecasting and FPAI, allowing additional features and analytical tools.

Large amount of data needs to be transferred, organized and queried from arbitrary sources (eg. WAMS,
smart meters, etc.) to common database where data is avaif@blpresentation or any other further data
processing required for smart grid operation, eg. forecasting, state estimations etc. In order to assure high
performance system, besides database design the other challenge was implementation of communication
interface which also includes message broker backend and service delivery broker. Implementation of
common database (store engine) was designed based on MongoDB, where type of data was considered.
We choose MongoDB due to its ability to insert messages daspossible, regarding any relational
information.

In terms of communication interface stdystem, internal message queuing system was deployed to better
cope with large input and output data. Possible security issues related to data trandfetweenentities

which use database system and within the elements of database system were evaluated as well. Different
security mechanisms could be applied, while with respect to network concept, following security elements
were considered: access control (authieation, authorization), virtual private networks, HTTP API
authentication and private access point names within mobile network (private APNSs).

We presented performance results of message queuing middleware, which confirmegédrfghmance of
internal routing. Also, some approaches (sharding, clustering) towards-avgitability of data was
presented and tested on MongoDB system.

Forecasting module is one of the crucial building blocks in smart grids with applications such as load
switching and optimisation, estimating pseudo measurements for state estimation, decision support for
power systems operationsnaintenanceplanning andtrend detection. In the past experienced system
operators were able to predict load requirements. Now, dynamic complexity of load, expansion of
renewable sources, proactive devices, stricter power quality requirements, and deregulation are mandating
the development of advanced forecasting tools. SWNSEEProject we have developed a decentralized,
data-driven, streaming models, capable of processing large amount oftireal heterogeneousdata
streams and produce predictions on various nodes in the godj Bs to 24h into the future.

In order to build the most effective model for the specific power grid (they differ in geographical properties,
meteorologicalfactors, grid topology, etc.), detailed exploratory data analysis was firstly done, which
helpedus identify relevant features. Beside the réiahe grid measurements data provided by the peat
Elektro Primorska (from AMI smart meters and WAMS meters), two additional external data sources were
taken into account: static dateéme data (time of dayworking day, holiday status, etc.) and weather data
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(current measurements and forecasts). For edelta sourceadditional streaming data aggregates were
developed for the purpose of data cleaning, ym@cessing and data enrichment. Prototype also includes
REST API services for posting and requesting the latest results to the main database.

Data enrichment was performed by feature engineering. Several additional features that were identified as
possibly relevant (from the exploratory analysis) were created, such Es2 dzZNJ 2 F Rl @¢é 3 &R
G6SSTSYRa¢sT aK2f ARI @& & BromitheXimeserieRdatd (meaSufethdhls, wé&aghéni R |
several additional moving statistics aggregates were computed (mean, min, max, variance) and analysed,
for different time windows (1h, 6h, day, week, month). In order to identify the neakiableand important
features, importances were computed for all the extracted features for different prediction horizons and
for different nodes (with different levels of load aggregation). Analysis shows that beside the real time
measurements data, static data@K | &0 X RE & STFSF GdzNBa | yR aK2f ARIF @aé
Including weather forecasts might also improve accuracy, but not significantly. Results were also used for
feature selection, in order to reduce complexity and discard irrelevantedundant features, which
resulted in simpler models, shorter trainitignes and reduced overfitting.

Figurel2: Forecasting visualization

Various data driven machine learning models (Ridge Regression, K Nearest NeigRhodmn Forest
Regressor, Support Vector Regressor) were trained and evaluated with different feature sets, in order to
find the most appropriate combination of method and constructed feature set. Results show that Ridge
Regression model and Random Forestdels produce the most promising results in terms of prediction
accuracy, speed and model complexiBurther analysis also reveals that Random Forests tends to use
special features (such as holiday status) better, and therefore produces better foreoasterfregular

days (such as holidays), but the model is more difficult to interpret. Evaluation analysis results also show
that the forecast accuracy decreases with forecasting horizon, meaning that the further into the future we
are predicting- the worse the prediction, which is intuitive. And furthermore, lower aggregation nodes
performance at the individual level show much higher results (around 40% MAPE), than with higher level
nodes (around 10 % MAPE or less).

The outcome of the extensive analysisgorted in D4.2.1) was a clear stack of technologies and protoype
architecture needed for the development of the final prototype (presented in detail D4.2.2). The
architecture of theprototype (built on top of the QMiner framework) was designed to be ablerocess a

SUNSEEProjectfinal report, Grant agreement No. 619437 Page23of 45






















































