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API Application Programmig Interface
DER Distributed Energy Resource
DSO Distribution System Operator
FPAI Flexible Power Alliance Infrastructure
EFI Energy Flexibility Interfaces
PMU Phasor Measurement Unit
loT Internet of Things
XMPP eXtensible Messaging & Presence Pcoto
M2M Machineto-machine
WAMS Wide Area Measurement System
WAMSSPM WAMS node with synchro phasor measurement capabilities (PMU like)
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SUNSEED proposes an evolutionary approach to utilisation of already present communication networks from
both energy and telecom operators. These can béably connected to form a converged communication
infrastructure for future smart energy grids offering open services. Life cycle of such communication network
solutions consists of six steps: overlap, interconnect, interoperate, manage, plan and opeoodonunication
networking operations steps start with analysis of regional overlap of energy and telecommunications operator
infrastructures. Geographical overlap of energy and communications infrastructures identifies vital DSO energy
and support griddcations (e.g. distributed energy generators, transformer substations, cabling, ducts) that are
covered by both energy and telecom communication networks. Coverage can be realised with known wireline
(e.g. copper, fiber) or wireless and mobile (e.g. WiG), technologies. Interconnection assures @rehd secure
communication on the physical layer between energy and telecom, whereas interoperation provides network
visibility and reach of smart grid nodes from both operator (utility) sides. Monitoringraebabhd management
gathers measurement data from wide area of sensors and smart meters and assures stable distributed energy
grid operation by using novel intelligent real time analytical knowledge discovery methods. For full utilisation of
future networkplanning, we will integrate various public databases. Applications build on open standards (W3C)
with exposed application programming interfaces (API) to 3rd parties enable creation of new businesses related
to energy and communication sectors (e.g. vittygwer plant operators, energy services providers for
optimizing home energy use) or enable public wireless access points (e.g. WiFi nodes at distributed energy
generator locations). SUNSEED life cycle steps promise much lower investments and tofabwostrship for

future smart energy grids with dense distributed energy generation and prosumer involvement.
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In the SUNSEED proj@uhovative waysd ensure stability othe distribution gird are developed:he
grid is monitored using statestimation basedon a combination of measurementeg.§. voltage
phasors from PMU like devicegltage measurementsmart meter measurements) on all important
parts of the grid.This allowsvoltage violations andcongestion in the grid to be observed. The
congestion is subsequently manageding innovative suppidemand algorithms to controthe
consumptions/production of number of appliances.

Different types oimeasurement devices (e.g. PMU deviaesart meters) produce different kinds of
measurements. To allow these measurements to be used in an loT (interoperable) like manner by
many applications (state estimation being just one of them) it is important ttherone hand unify

the measurements but even more important is to add semantics to these measurements expressing
what measurement meaandwhat is actually measured@he same applies for the appliances. To allow
control of a multitude of different appliaces by different applications (demand response being one of
them) the appliances need to present themselves in a way that the applications can interact without
knowing the specifics of the appliance.

In SUNSEED we further develop the Flexible Powanédliinfrastructure (FPAI) agents to abstract
both measurements and appliances to a semantic model that allows applications to interact, knowing
how to interpret the measurements and/or to control energy consumption of appliafcean 10T
based approactlusing an M2M platform, the FPAI instances on the measurement devices and the
appliances connect to the applications interested in the measurements or control abilities

For the M2M platformthe XMPP protocol was chosen as the collection & distributionhagism
because of its security features, scalability, semantitthe messages and familiarity in the energy
domain.Based orthe communication demands XMBRb/sub is used to transfer information from
measurement devices arappliancedo the applicatiors while XMPP peeto-peer communication is
used to transfer control information from applicationsaontrollableappliances.

XMPR experimentalextensiondor loTare implemented tested and improvedhe knowledge gained
with this isfed back into the XF@P community,ni order to help bringing the XMPP protocol and
standadsto the next level

Within FPAI new drivers to support measurement devices are developed, as well as abstraction models
for measurementandan XMPP client to share these abstractianth the applications via the XMPP
server. Also the abstractiomodelswere transferredfrom the existing java implementatiolo XML
schemamaking it easy tavrapit as an XMPP messagerthermore the central control of FPAI nodes

has beerfurther develged to allow remote control or a large number of FPAI clients making it easy
to monitor the health of the clients and to update the client software

The hardware nodes in SUNSEED are based on Wide Area Measurement Modules (WAMS). There are
different WAMSmodules, the WAMSPM with PMU and the WAMSMC with power measurement

and device control via FPAI. The WARNC is mainly used in the lab trail and communicates over
XMPP with the M2M platform. The WAMSPM is mainly used in the field trail and in thegst of the

project the MQTT communication towards the M2M platform is foreseen. Currently we are
investigating, if the WAMSPM can make use of XMPP communication as well, so both systems can
be integrated at a later stage of the project. This report cexbe XMPP solution.
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There are two important trendsone in the Energy domain and one in the ICT dontlat,influence

the effective and efficient use of the DSO networks in the future smart grids. On the one hand there is
the trend of smallscaledecentralised generation of enerdpy Distributed Energy Resources (BER

This decentralised generation makes the smart grid much more unpredia@aflenmanageabl¢han

the old energy gridshat rely on a relatively small number of large generatiglants.On the other
handthere is thelnternet of things, everything is connected aod (if applicable) controllable vihe
Internet including all kinds of domestic applianc€ke energy consumers become controllable things

in the Internet of things.

For a DSO to be even ablettonk abouteffective and efficient use of its network, it first needs to

1y26 (GKS adFiS 2F (GKS SYyGANB ySig2Nl =X AyOf dzRAy 3

monitor and controlthe medium and (if part of the B aetwork) the high voltage network.
Knowledge of the condition of the DS@etwork combined with knowledgand controllabilityof the
consumption and decentralised production would allow fine grained control of the load in all parts of
the network thereby allowing effective (always provide energy where needed) and efficient (ensure
the capacity of the network is used in an optimum way) use of the distribution grid.

In the SUNSEED project monitoring of tteev voltage gridis achieved by a combinatioof
measurements €.g. voltage phasors fronPMU likedevices voltage measurementsmart meter
measurementyon all important parts of théow and mediumvoltagegrids on the selected testbeds
Based on these measuremeras estimation of the state of thentire gridis madeusingstate of the

art estimationtechniques.Control of the consumption is achievedinginnovative suppldemand
algorithms tocontrol a number of appliance€ontrol of the decentralised energy production is not
part of the SUNSEHIDoject2 but other EC projects (e.g. OS4ES) are looking at ways how this could be
achieved.

Different types of measurement devices (e.g. PMU devarmart meters) producalifferent kinds of
measurements of sometimes the same and sometimes differentrpaters (e.g. especially newer
smart meters measure voltage, current as well as pow&p allow these measurements to be used in
an loT(interoperablé like manner by many applications (state estimation being just one of them) it is
important to on the onéhand unify the measurements but even more important is to add semantics
to these measurementsxpressing what measurement mean, what is actually measured bécsame
applies for the appliances. To allow control of a multitude of different appliancediffgrent
applications (demand response being one of them) the appliances need to present themselves in a
way that the applications can interact without knowing the specifics of the applian&&JNSEED we
further develop the Flexible PowerAlliance Infrastructure (FPAI) agentso abstract both
measurements and appliances to a semantic model that alliwkinds of applications to interact,
knowing how to interpret the measurements and/or how to control energy consumptiappliances

In anloT base@pproach using an XMPP based M2M platform, the FBfIincen the measurement
devices and the appliance&®nnect tothe applications interested the measurements or control
abilities (in the SUNSEED case the State Estimation application andritnal Demand management
applicatior).

2 For the SUNSEED project there were notéstbedsavailablefor the production of energy and in
the field trial Slovenian laws prohibit cutting PV or wind generated energy.

SUNSEErant agreement No. 619437 Pagel2of 125



SEVENTH FRAMEWORK
PROGRAMME

FPAI Sysm Description v1.0

1.1 Approach

The approach taken in this deliverable is basefunther developingavailablestate-of-the-art (SOTA)
in the relevant research fields. Specifically the following improvements will be achieved.

1)

2)

3)

Development of he FPAI framework to includirsgmanticmodels of Sensofsleasurements
and Actuators/Control
Development of
9 central node management system alightweightnode softwareto support
Internet-of-Things properties (registry & automatic discovery of conneocésdurces
and nodes),
1 management interface to remotely manage-site nodes and a monitor and control
interface.
Design and implementation of an XMPP based M2M platform based caxpferimentalloT
extensionxf the XMPP protocol. In doing additionsand/or changesvill be made to thee
extensionsimproving the final standards.

1.2 Relation to the Rest of the Project
The FPAI/XMPP based framework will be used in SUNBHDIab and field trialsnia number of

ways:
1)

2)

3)

Todemonstrate the use of measuremrand state estimations to get a full view on the state
of the entire low voltage gri¢of the field trial environment)

To demonstrate the ability of a supglgemand application to stabilize a grid bgntrolling
consumption and production in the low vatie grid

Todemonstrate the ability to distribute measurements along a great numbeonsumers

1.3 Outline of This Report

In chapter 2 the overall implementation architecture of the SUNSEED project iterbaisd detailed
to the level needed in the resf this report.In this architecture a number of components exist that
are detailed in the rest of the chapters:

1
1

Chapter 3 focuses on the cooéthe M2M platform, the XMPP server

Chapter 4 details the FPAI clients residing the measurement modules ammppliancesas

well as themanagement center developed to centrally manage a number of FPAI clients
Chapter5 describes the applications that subscribe to the information published to the XMPP
server

Chapter 6 describes how security is implemented and holistrelates to the security
framework described in D3.1.1

Chapter7 draw conclusions, describes further work and details what additional information
will be provided in the deliverable D4.4.2
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In SUNSEED a number of diverse meamsarg units and a number of diverse controllable appliances
need to exchange information with a numbefrdiversapplications in an autonomous manner.

This could be achieved by using a number of single technodbgyepipes) solutions as is sk in
Figurel.

Gonversiol
(data, M
Alarm Application Monitoring Application
CONVersiol Gontrol Application
M (data,

CbnversionYOJnversion CbnversionYConversion protoco

(data, (data, (data, (data, Conversion\/Conversion
protocol) A\_protocol) protocol) A\_protocol) (data, (data,
I/ / o

Washing machine
vendor 2 collection
and distribution

Washing machine
vendor 1 collection
and distribution

Smart Meter data

WAMS measurement

i i
WAMS "
Measurement Smart Meter ] 2 i
WAMS - -
Measurement Smart Meter ! I8 [eElE \ 3 ‘ =5
WAMS @ - : -
Measurement Smart Meter L B ==C \ 2 [cele
unit . @ E @

Figurel: Connection many data source and many applications using stovepipe swigti

When diversity is relatively small, this is a workatgition Howeveras the Internet of Things shows,
data sources and users thereof (applications) can grow rapidly, rendering this solution impossible in
the future. We must come to a generic way to conneatiousdata sources tavariousapplications

and this is exetly what a machingo-machine (M2M) platform does.

A high level M2M architecture for the SUNSEED project is givgure2. Basically the M2M platform

takes care of the conversion and the collectionfdisution of information between the measurement
units/controllable appliances and the applications.
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N L — Demand/ Supply control
Alarm Application Monitoring Application application
Conversion N
Conversion

WAMS
Measurement

WAMS
Measurement

WAMS
Measurement
unit

Smart Meter

Smart Meter

Smart Meter

Figure2: High level SUNSEED IT arehttire based on M2M platform

As was sketched ifl] the implementation architecture of SUNSEED consists of an XMPP based
Machineto-machine platform.Figure3 gives this IT implementation architecture in more detail.

Based on a numbeof choices made (and explained in the following sectiptt® high level
architecture has been detailed to the level giverrigure3.

The collection& distribution part of the M2M platform is given shape by AMPP serveand a
publish/subscribe mechanism to share the information between the measurement units/controllable
appliances and the applications (as well as between applications for that mattas.is further
explained in sectioB.

The conversion part of the M2M platform is distributefdr reasons described in sectiodsand 5.
Conversion of the XMPP protocol towargsphcation specifiinterfacesis done withinor close tathe
applications itself (see sectids) using a conversion modul€onversion towards the measurement
units and controllable devices is done using thA&lIFRamework ass described in sectiors

An external authorization server is used to authorize both the applications and the measurement
units/controllable appliances to use the XMPP server. This is fuett@ained in sectio®.
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Alarm Application

Qonversion

XMPP Server
(+ extenstions)

Provisioning
server

Authentication
Authorisation

AI
pversion

FPAI
Qonversion

Figure3: The detailed IT implementation architecture of SUNSEED XMPP bsestiexqb

2.1 WAMS Modules

In the SUNSEED project the hardwarele® in the bottom ofFigure3 are based on Wide Area
Measurement Modules (WAMS). There are different WAMS modules, the \WeANBwith PMU and

the WAMSPMC with power measurement and device control via FPAI. The VIPMIS's mainly used

in the lab trail and communicates over XMPP with the M2M platform. The WaRA% is mainly used

in the field trail and in this stage of the project the MQTT communication towards the M2M platform
is foreseefill]. Currently we are investigating, if the WAMESM can make use of XMPP
communication as well, so both systems can be integrated at a later stage of the project. This report
covers the XMPP solution.

SUNSEErant agreement No. 619437 Pagel6 of 125



SEVENTH FRAMEWORK
PROGRAMME

FPAI Sysm Description v1.0

3 -att [/ 2NB

For the M2M platform two mai choices have to be made:

1) Implementation architecture of theollection& distribution layer. This architecture depends
mainly on the choseprotocolfor this layer.

2) Implementation architecture of theonversion layer

In chapter4 the choice of the conversion layer is elaborated. While in this chadbpeefirst of the two
choices is explainedin section 3.1 the protocols taken into consideration are introduced together with
their advantages and disadvantagés.section 3.2 the criteria faselectinga protocol are explained
and in section 3.3 the choice for the collection and distribution protocol is made. SectielaBotates

on the architecture around XMPP, the protocol of chpaed the interfaces theMPP system has

3.1 Choice of collection & distribution protocol

There are many protocols that can be considered as M2M/IoT protocol. REST API, COAP, MQTT, and
XMPP areften seen as the most obviogandidates
T MQTT (MQ Telemetry Transport) is a lightweighiblishsubscribe messaging protocol on top
of the TCP/IP stack. It is designed to save efficient messages with low overhead for connections
with limited bandwidth. MQTT has client that publish information, subscribe to information
(or both) and a messadwoke that is responsible for distribution of the published messages
to all subscribers.

1 CoAP (Constrained Application Protodsllan application layer protocelsed for resource
(power) constraineddevicesand devices connected via lossy networkbAPis e.g. used
within the smart meter infrastructurAMI advanced metering infrastructure)

1 RESTful HTTP over TORerg useful for consumer devices because most of those will already
have an HTTP stgck

1 XMPP éXtensibleMessaging and Presence Protocollais open technology for redgime
communication, which powers a wide range of applications. It is not designed for use over low

LI26SN) FYyR f2aae ySig2Nla o6dzi GKSNB WS | ydzy

aim to make XMPP suited for 10T, MX&ER0322 XEP323, andXEP324.

Each of the protocols has its own advantages and deadges, the main ones being:
1T MQTT
+ Simplicity (only five APl methods)
+ Compact messages (binary packet payload, compressed headers)

- Security no client side authentication possible, no inherent security mechanisms
exceptfor plaintext username/passwordbecurity mechanismsan be added on top
of the protocol (SSL) but this makes the protocol much less lightweight.

- Message semantichinary messagecontent agnostic. Without prior agreement of
the contents of the message, information cannot be shared

+ Well suited for lowpower devices over lossy networks

+ Compact messagébinary packet payload, compressed headers, UDP instead of TCP)
+ Message semantics, support for content negotiation

- Security adding securitynechanisms makthe protocol lessightweight and require
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more from the devices
Primary use is for onto-one communication

1 RESTful HTTP over TCP

+

+

+

+

Compatibility, many applications can deal Wi TRover TCP
Security, standard security mechanisms in place

Semantics, messages can contain sentainformation making the message content
easier to understand

Verbose

Pure client server, client initiates data transfer, not meant to push many messages to
clients

Security, allows for client sidmuthentication,inherently supports SASL, TLS

Senantics, messages inherently contain semantic information making the message
content easier to understand

Federation
Verbose

3.2 Requirements for the protocol of choice

The choice of the protocol to be used etSUNSEED projéstasedoth onthe intended use within
the project as well as possibte-use by smartgrid actors after the project has finishe@he main
requirements to take into account for this are:
1 Security both private data (smart meter dateenergy profiles from appliancesand
sensitivedata (measurements from the DSO grdntrol signals for appliances
9 Scalability, the system developed within the project is based on a few hundred
measurementnodes and tens of applianceswWhen scaling towards a complete DSO
network, this would resulin ten thousands ofmeasurementnodesand thousands of
appliances The solution should scale towards these numbers
1 Semantics, data from different sources already needs to be integrated. To make it easy to
integrate more divers systems, it is helpfiuthe messages contain semantic information
describing the type oflata carriedn the message.
9 Familiarity, acceptance of a protocol is highly facilitated if the protocol is already known
(and preferably used) in the energy domain.
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3.3 Choice of XMPP in relan to the requirements

Within the SUNSEED project XMPP was chosen as the protocol for the colladtitistribution layer.
This choice was based on the following properties of XMPP in relation to the requirements of section
3.2
1 Security
0 Support for external authorization (IoT provisioning XEP)
0 Support for external authentication (SASL external)
o Client side authentication
o0 Network identity
1 Scalability
o Federation with other domains
o Proven large scale implemgtions
0 Support for pubsub to publish measurements and appliance energy flexibility profiles
0 Support for requestesponse for controlling appliances
1 Semantics
o Well defined protocol with (I0T) extensions
1 Familiarity
o0 XMPP is taken into account by IEEE a&safrihe protocols for smart grid$§]
o Within IEC 61850 the second Specific Communication Service Mapping (SCSM) for the
ACSI Cliersserver information exchange service models will be the mapping of the
ACSI seice models to MMS ASN.1 XER and XMPP

Apart from this, the XMPP protocol has a number of additional advantages

1 ThepesenceF dzy O A2y OFly 6S dzaSR G2 YIylI3S WFNRASYRA

applicaions. Presence can also be used to monitor the system state.
1 Bothfire and forgef puld subas transactional (request/response) message types
1 Worksfrom behindNAT and / or firewadld networks.
1 Compressioifis actually a compensation of the verbosity of tKMPP protocol)

3.4 XMPP architecturef collection & distribution layer

The architecture of the collection & distributing layer based on the XMPP is shdvguie4.
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untits

Figure4: The XMPP core with its interface to the environment

The XMPPollection & distribution layebasicallyhasthe followingtypesof interfaces:

Interface between the provisioning server and the fsub service.

Interfaces between theneasirement unitgappliancesandthe loTregistryservice.
Interfaces between the applications and the 10T registry service.

Interfaces towards Subscribers of published information (the applications)

Interfaces toward®ublishers of information (the easuremat unitsandappliance}
Interfaces towards the Authorisation server

Interface between the applications and the appliances (or rather between the demand
response application and the appliandesthe purpose of controlling the appliances

=4 =4 -4 -8 8 _9a_°

All the interfaces are standard XMPP interfaces described irvétmusXMPP specificationn the
next sections the sequence diagrams of the messages exchanged over these interfaces will be
explained.In appendix A more details about the actual messaga be found.

3.4.1 Interface betweenthe provisioning serveand the puld sub service

On this interface messages are exchanfgedhe following purposes:
1 Creating a new topic on theub/sub service of an XMRerver
1 Allowingdenyinga measurement unit¢lient to publish infomation in a topic
1 Allowingdenyingan applications to subscribe to information

For each of these topics, the message flows and messages are described in more detail

Creating a newnodeon the XMPP server
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The pub/sub mechanism of XMPP works with the notibnodes(also called topics in other pub/sub
protocols) Information can be sent (published) to a noflepic) and clients can subscribe to the
information published to the node.

Every node has a node owner and every node needs to be cred@terl.owner 6 the node is
responsible for this task.

PN

To create a node, the node owner will send O N 12RS ¢ Y Saal 3B MPdzEricE - at t
As part of that message a configuration form can be sent to configure the node with-starohard
configuration. The XMPP server will try to create the new no@m successful creation of the node,

the sener will reply with success and the generated node ID. If creation was not successful e serv

will reply the cause of failur&he sequence diagram of the creatiof a node is given figure5 while

the detailed messages can be found in appendix A.

Note that to be able to create a node, an owr{er its delegate)may need to be registered to that
service. Although the ee XMPP specification does not provide ifobandregistration, the XEBO77
extension[8] allows irband registration for services. Within SUNSEED we assume registration is not
necessary or performed as part the administration of the XMPP server.

Provisioning XMPP
Server
(owner) Server

Create & configure node i

I
1
I
I I
I “Measurements” !
I 1
I I
1 ) 1
I Creation response 1
~ 1
1 1
I I
I I
1 1
————— U o ——-
1 1
I I
| . S
! Modify affiliations N
>0
I I
1 1
I I
1 1
1 Modify affiliationsresponse 1
W i

Figureb: Sequence diagram of the creation of a new node

Allowing/denying a measurement unit/client to publish information in a topic

Within XMPP the publisher of information does nefuest to become a puisher. Instead the
(delegate)owner of the node will give the publisher the right to publish by changing its affiliation to
0KS y2RS o0& Aa4SyYRAYy3 | aapuRduFsenice Fhepuli suldsénice@wiie Y S
change he affiliation of the entity for which the owneriequestingd KS NA I KOG (2 LJdzof A
and will send a success response. In case the affiliation could not be changed successfuily stite
senicewill send afailure response with the caus# the failure. The sequence diagram of the change

of affiliation is given ifrigure5 while the detailed messages can be found in appendix A.

Q¢ D¢

a
K
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Denying a publisher the right to publishing is simply achange frfmaf A G A2y &t dzof A & KS NJ
b2y Sé3 2NJ ahdziOFaidé o

Allowing/denying an application to subscribe to information
Allowing or denying an application to subscribatnode usethe same principle as allowing an entity
to publish toanode, the entity (n this case the application) needs to have the correct affiliation to be
able to subscribe. The (delegate) owner must set the affiliation of the applicatiandS Yo SNE ®@ ¢ K S
G/ KFy3aAay3a FFFALAFGA2Y ¢ FigureDdpplied. T (G KS aSljdzSyO0S RAL 3
3.4.2 Interfaces between the measurement unitgppliancesand the 0T registry service
On this interface messages are exchanged for the following purposes:
1 Registering a measurement udippliancein the registry
1 Updating the neta-data of a measurement uri@ppliancein the registry

This interface useXEP0347[12], the XMPP Extension Protocol for Internet of Things discovery.

Registering a measurement uriappliance in the registry

When a measurement urépplianceis connected to the networind its state i/ dzy’ NB 3,k tids S NS R Q
toregisteratthd. 2 ¢ NBXIAAGNE aSNIBBAOS® ¢2 R2 a2 Al FANRG O
service(by subscribing to the registés presence informatiorgnd then it sends a registration message

to the registry service. The 10T registry service will let the unit know if it has registered successfully or

not.

Currently the measurement untapplianceswill registerthemselvest aStWBh 6y SRQ 6 KA OK Y S
they can decide on #own which commands it will accept or not. In a later stage of the project a
provisioning server can claim the ownership of a unit, on behalf of the owner, by sending a claim
message to the registry. Thidaal's the measurement unipplianceto delegate trust towards the
provisioning server using theEP0324[13]: Internet of Thingg Provisioning.

Updating the metadata of a measurement unifappliance in the registry

Once a measurement urigtpplianceis registered in the Registry and ownership has been claimed (or
set to “selfOwned’) the measurement uaippliance can update its metalata in the registry. By
updating its metadata a measurement ur#pplianceallows applications to find it in the registry.
Examples of metdata that can be set in the registry arenodel, brand, location, specific
measurement capabilities, et®etails can be found iAppendix B: XML Implementation Bhergy
Flexibility Interafacg EFland Appendix C: XML Implementation of EFI messages for Sensors and
Measurements

A measurement uniappliance updates its metdnformation by sending an update nmegge to the
loT registry service. The 10T registry service will confirm that the update was successful by sending a
reply back to the measurement urappliance

The sequence diagram of registering a measurement unit/appliance in the registry and ugtating
met-data is given ifigure6 while the detailed messages can be found in appendix A.
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1

1 1
FHgure 6: Registering a measurement unit/appliance in thiegistry andupdating metadata

3.4.3 Interfaces between the applications and the 10T registry service

Applications use this interface to search for measurement amiggopliancedn the 10T registry service.

An application can search for measurement upit@ppliancedy sending a search requds the 0T
registry service. The IoT fill look in its database for measurement/ apjancesvhose metadata
matches the search parameters send by the application and return a list of matching measurement
units/ appliancedo the application The seart results can be used by the application to, for example,
filter out puk/sub notifications for specific measurement unit and/or send commands to specific
(groups ofjappliances

The sequence diagram of searching for a measurement unit/appliance in tis¢ryagigiven irrigure

7 while the detailed messages can be found in appendix A.

Application Registry

Search request

Search response

e N A
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Figure7: Searching fomeasurementunits or appliances in theegistry

3.4.4 Interfaces towards Subscriberd published information (the applications)
On this interface messages are exchanged for the following purposes:

1 Letting an application subscrihesubscribeto a node on thepul/sub service

1 Receiving published information by applications
For each of thestpics, the message flows and messages are described in more detail

Letting an application subscribe/unsubscribe to a node on théy sub service

When an application wants to subscribe to the contents of a particular topic (cHibe#Qvithin a
XMPPRoub/sub servicgit will send a subscription request to thek/subsenice. The pulisub service
will forward the subscription requests to the nodmvner, whichin this case can either be the
provisioning server or the authentication servé@ihe sequence digiam of the subscription is given in
Figure8 while the detailed messages can be found in appendix A.

. XMPP
Application
Server
Subscribe to node

Subscription response

Figure8: Sequence diagram of the subscription to a node

Receiving published inforation by applications
Receiving published information is part of the entire flow of publishing information and is described in

the next section as part of the interface between thmub/sub serviceand measurement
units/appliances.

3.4.5 Interfaces towards Publisers of information (the Measurement unitappliances
On this interface messages are exchanged for the following purposes:

1 Publishing information to a node on tipeib/ subsenice

1 Receiving published information by applications
For each of these topics,dmessage flows and messages are described in more detalil

Publishing information to a node on thpub/ sub servicdand passing that to the applications)

When a measurement undr appliancewants to publish something to a specific node, it will send a

a Lddz Andefsage to theuh/subsenice. If successfully processed, thab/sub servicanust reply

with a success sponse. Otherwise it will generate and error response. After successful processing
the pub/subsenice will notify all subscribers that a neitem is published and. In this notification the
payload (the actual publication) can be adddthe sequence diagram of the publication is giiren
Figure9 while the detailed messages can be found in appendix A.
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unit 1 Server Subscriber Subscriber

Publish request
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Figure9: Sequence diagram of the publication to a node

3.4.6 Interface between the DemandResponse application and appliances

Although strictly speaking this is not an interface with the XMPP core, it is an intaesisgethe XMPP

core and XMPP messages and should therefore be described in this chapter.

On this interface messages are exchanged for the purpose of letting the demaspohse application

send a conbl signal to a smart appliance, to switch the appliance on or offedioice or increase its
consumed or generated power et€he party exercising this control can consult the 10T registry to
obtain static information about appliances such as e.g. location. It can use this information to
determine which appliances it wouliké to controlcan see in the |oT registryhis type of control
enables the production and consumption of energy to be in balance and to ensure that any part of the
distribution network does not need to transport more energy than its rated capacity.

Useof publishsubscribe mechanism to send control signals from the dermasdonse applications

to appliances would require a lot of topics (nodes) to be made on théguilthserver, namely one per
appliance to be able to control individual appliances. Regoeer communication is the preferred
solution in this case.Within XMPP this can be achieved with an IQ (Info/Query) interaction between
the application and the appliance.

The XMPP service will block an 1Q interaction if the application is not sudastuwithe presence of the
appliance. This presence can be previsioned in the XMPP server or the application can send a
subscription request (for presence information) to the appliance it wants to control. The appliance
forwards the request to the prowdioning servemwhich approves (or denies) thequest sends the
information back to the appliance and the appliance sends the result back to the application.

After this the application casend and IQ set message to control the appliance. The appltaroe
checks with the provisioning server whether @gplicationis allowed toexercisethis control. For this
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purpose the application needs to send an auwttization token together with the IQ set messagdée
provisioning server cheskhe token, and let the appliance know if the application is allowed to
control the appliance. Finallghe appliance performs the requested control and responds to the
requesting applicationThe sequence diagram of both subscribing to the presence of the appliance
and execising control is given iRigurel0while the detailed messages can be found in appendin A.
the sequence diagram the XMPP server is left out since the server only forwards messages.

DR . Provisioning
- Appliance 1
application server
| | |
1 [} ]
1 I 1
1 1 1
1 1 1
________________ S U U U U U
1 1 ]
:Subscribe to presence request: !
e
! “1 IsFriend !
1 ~ |
I e
1 1
1 1
1 1 IsFriend Response
1 L
1 e
1

/

Can Control?

Can Control response

iq result

Figurel0: Sequence diagram for controlling an appliance
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4 CtV RYOGSNEAZ2Y

As stated in the beginning of chapt&rfor the M2M platform two main choices had to be made:

1) Implementation architecture of the celttion & distribution layer. The choice for this
architecture was elaborated in chapt8r

2) Implementation architecture of the conversion layer. This architecture is the topic of this
chapter.

In SUNSEED we adding measurements and state estimation to measure and predict current and
future states of the distribution network, we are adding controllable appliances and demand response
applications to control the load @& number of customers ithe distributionnetworkin short we are
adding intelligence to the network by default creatingraart gid.

The conversion layer for the M2M platform in SUNSEED is the layer that translates betw&enette

grid applications (state estimation, alarm application, dermaasponse application) and the
measurement devices and appliances that produce measurement/need to be controlled.

Within the Flexible power Alliance Network (FARN], an independent network of companies and
institutions that jointly develop and manage the international, open FAN standard, a conversion layer
between appliances and smart grid applications has already been developed. This conversion layer is
the Energy Flexibili Platform and Interface (BM), formerly known as FPAI (Flexible Power Alliance
Infrastructure). Adapting this layer to be able to cope with measurement devices is a relatively small
step and therefore the choice #1PABs conversion layéds a logical one.

In this chapter we wifirstdiscusghe FPAI architecturas is (developed by FANis is done in section
4.1 Sectiond.2 describes the alterations that were done to extend and change teP#&damlessly fit
in the SUNSEED architecture fulfilling all of the requirements set by the SUNSEED project.

4.1 The FAN Flexible Power Alliance Infrastructure (FPAI) solution

Large partsof isa SOG A2y O02YS FNRBY (GKS a2 Kriniafl Intelfatd3BRH 9 y S NH
P)¢ [14] and havebeen revised where necessaryftbthe SUNSEED purposes.

4.1.1 Introduction

The wayin which the power grid is usedabanging. First of all, we are using electricity fovrenergy
intensive applications such as heating buildings and transportation. Secondly, we are introducing
renewable energy sources like solar panels and wind turbines, which do not provide steady levels of
production. Finally, energy is being generatedaasmall scale by devices such as solar panels and
micro/ | t QaX ¢ KA OK ¥ fhsened in & deteitralisd®l way Mio the power grid.

These trends introducéhree problems for the power grid: First of all, it becomes more difficult to
balance theproduction and consumption in the power griskcause of the unpredictability of the
renewable energy source¥Vhen production and consumption at@o far outof balance, the power

grid faik. Secondly, as the e®f electrical heating and electrical velgs increases, the transportation
capacity of the power grid will soon be inadequate. Increasing the capacity is very costly. A distribution
system operator would like to avoid or postpone these investments as much as po3s$ibtdy
voltage violationgan be caused bydirectional power flowsn the distribution grid.
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Sometimes consumers are willing to provide some flexibility in the energy consumed or produced by
GKSANI RSOAOSad C2NJ SEI YL S5 |y St SOuapNghénit@SKA Of S
L dzZ33SR Ay Ay (GKS FFGSNy22y AF (GKS 26ySNJ R2SayQ
and intelligence to the power grid, we could schedule the car to start charging during the night when

there is more capacity or renewable agg available in the power grid. A power grid which is made

more intelligent with this technology is calledsmart grid The system that automatically schedules
consumption and production is calledsmart gridservice.

Over the years a lot of differersmart grid service approaches have been developed to intelligently
utilize the flexibility offered by smart appliances; appliances that can communicatesmisint grid
services. Thesaemart grid services all have their own optimization strategies and attarastics,
making them incompatible with each other. For example, PowerMatfdigis an algorithm that tries

to balance energy production and consumption in real time, where Tiia@gis an algorithm that

tries to make plans of consumption and production in advance.

Also, there are a lot of different appliances which are able to provide flexibility such as washing
machines, heat pumps, micfo! t Qa | Yy R VvendhrRas $haidowrd APOié communicating
with these appliances, and there is a lot of diversity in the way these appliances can communicate
Figurellillustrates the multi services a multi appliances issues.

\ address " mcneuﬂoqﬁd .4 miRABEL/energy OASIS Y ’
Qs et — P+ WER

tgrid techno

s FAN s
ETS(( W ey . @ 1igBee Smart Ener
a openADR & - @ i

B = - ZigBee
p U niiance (I Plugwise

@
®X"ﬁﬁw"c'e“‘ IEC 61850-7-420

Figurell: Many smart grid approaches vs many appliances

4.1.2 Thesmart grid problemand the Energy Flexibility solution
Nowadays, mossmart grid services are tightly coupled to particular smart applianédse is no
standard way talescribe flexibility in producing or consuming electricity. The flexibility is implicit and
appliance specific. This introduces problems for all the stakeholders involved:

1 Developers oémart grid services need to build interfaces for a large amount ofiappes

1 Manufacturers of smart appliances on the other hand, have mamgrt gridservices they
need to interface with. Not having interfaces to magmart gridservices will give them a
disadvantage.

1 The Operators o$mart grid services need to manage madifferent software packages and
cannot switch from amart grid technology because they are restricted to theart grid
services compatible with the smart appliances in their portfolio.

1 End users are restricted in the type of smart appliances theyisan
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The Flexible power Alliance Network developed the Energy Flexibility Platform and Interfdeie (EF
formerly known as FPAI) as a solution to the above mentioned problems. The aim was to create an
interoperable platform that is able to connect to anety of appliances and support differesmart

grid services by dcoupling thesmart gridservices from the customer appliances.

The core of theFPAIlis the Energy Flexibility Interface (EFI). The EFI is a generic interface which
appliance manufacturersan use to describe energy flexibility, and whsatart gridservice developers

can use to describe how they want to use this flexibility. The EFI effectively provides a common
language for both sides, facilitating interoperability between satart gid services and smart
appliances.

Connected to the EFI on one side are the Energy Apps, on the other side are the Appliance Drivers. An
Appliance Driver is a software component that communicates with the appliance (usagphance

specific API) and commigates the available flexibility through the EFI to the Energy App, the software
component that represents themart gid service on the=FPAI An Energy App can connect with all
available Appliance Drivers, however an Appliance Driver can only be cahtiogilene entity and
therefore is connected to only one Energy App.

Energy Apps contain logic to manage the flexibility offered by one or more appliances. Many energy
apps will use a connection to a central system of the demand response system to mamé#ggribility
from a broader perspective, such as Triana and the PowerMatcher.

Some Energy Apps manage the flexibility only from a local perspective, for example to use the energy
produced inside the same building as much as possible. Some buildingsendlhly one Energy App

for all their flexibility, other buildings could use two or more Energy Apps to profit from different
providers.

4.1.3 Energy Flexibility Interface (EFI)

The Energy Flexibility Interface, in short EFI, forms the interface between phiarages drivers and

the energy app. The EFlI is the interface to express explicitly the energy flexibility capabilities of the
appliances and the energy allocation requests fromdinart grid service operators.

Connected to the EFI on one side are thergn@pps, on the other side are the Appliance Drivers. The
Appliance Driver can pass information about the energy flexibility the appliance has to offer, up to the
energy app. The energy app can pass allocation requests down to the appliance driverfasking
certain behaviourfrom the appliances. The appliance and the end user always have the option to
ignore the request and do something else. The end user is always ultimately in control, sotatie

grid service operator.

EF-Pi

Allocation

xibility
o] |

Figurel2: The Energy Flexibility Interface (EFI)
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The energy flexibility, from Appliance Driver to Energy App, is described in control space messages,
defining the space in which the appliance can be controlled. It describes the flexibility at this moment
and optionally in the (near) future. Allocation requests, from the Energy App down to the appliance
driver, are described in allocation messages. SeeFatgirel?2.

The Appliance Driver knows the technical daifiges of the appliance it is connected to. It
continuously defines the operational boundaries, the control space, based on the user comfort
settings. It has internal autonomousehaviourif no instructions (allocations) are given, in order to
keep the gpliance running.

The Energy App chooses how to use the offered flexibility. If needed, it communicates switirta

grid service central system to collect more centralized incentives such as balancing the electricity
production and consumption in the latstreet, or in the local city. It tries to find the optimal solution
between the boundaries as defined by the user and the appliance (control space) asmhahntegrid
service incentives. Based on this it makes allocations for the Appliance Driver.

Smat appliance categories
The characteristics of the flexibility are defined in four categories. The capabilities of an appliance must
be matched to one or more of these categories

1 Inflexible (solar panel, Wind turbine, TV, indoor lighting). T¢asegoryhasno flexibility, is
measureable and may provide forecast

1 Time Shiftable (Washing machkjnDishwasher). Appliances in thiategorycan shift their
operation in time (up to a certain degree)

1 Storage(Freezer, Heat pump. CHP, Battery, Electric Vehicle)e pdiances are flexible in
operation for either production and/or consumption and operation is bound Byaiage

1 Output adjustakd (Gas generator, Diesel generator). Thappliancesre flexible in operation
for production.The operation is not boundyba Storage

Inflexible

The Inflexible category of appliances are those appliances that cannot be controlled and therefore
cannot be used in a flexible manner. Information from these appliances is however relevamiaior

grid services. This applies ianticular to the sources of renewable energy such as solar panels. It is
inflexiblewhen the sun is shining and making the solar panel produce electricity. The same applies for
inflexible domestic loads, such as a TV. We watch TV when we want and tchaoge by the minute.

Sometimes it is possible to predict the near futbeshaviourof aninflexibledevice. There are systems
which predict the sunshine for the next hour at a specific location. This information can be passed as
a forecast.

Time Shiftatte

Where thelnflexiblecategory cannot be controlled, appliances from the Time Shiftable category can.
This category is designed for appliances which have the flexibility to shift their usages in time. It is not
about using an appliance less, but rathgrleing flexible when to start.

Examples of such appliances are washing machines and dishwashers. Both need to run at some

moment in time to either wash clothes or dishes. The exact moment when this is done is not that
important as long as it is finishdxbfore a specified deadline.
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This method introduces flexibility in the electrical system by moving the usage of electrical energy in
time. If the electrical system needs less consumption, the running of these devices can postponed to
a better suiting momaet. Once the device starts working, it performs its normal operation and can
typically not be controlled anymore.

Storage/Buffer

Some appliances have flexibility in the form oftarage The usage is not directly shifted in time, as
with the time shiftalle. TheStoragealters its usage in time to provide an optimum energetic solution.
A Storagecan produce or consume energy between a minimurd maximum fill level of th&torage

t( tlh'.ﬂ dissipation

Current fill level

Figurel3: Hot water tankStorageexample
A goad example of atorageis a hot water tank, see also Figure 5. Connected to the tank is a heat
pump to heat the water to a desired temperature. The tank has an indicator for the current fill level.
Gradually heat is dissipating from teorage which carmodelled The hot water tank gives the heat
pump more flexibility in when to consume electricity (and produce heat).

Thestoragecategory lists the flexibility in either production or consumption of energy that is available
between the minimum and maximurfill level of thestorage What ismodelledis the filling or
emptying of thestorage which takes energy. What is actually in gterage(e.g. hot water, electricity,
pressure) is of no direct relevance for the EFI.

Another example of energig a refigerator or freezer, it stores energy by staying cold and when it
warms up, one can say ttstorageis slowly emptied. At a certain predefined point, i.e. temperature,
the refrigerator or freezer will turn on anstart cooling again, i.e. filling tretorageagain. This filling

does not need to be done at exactly the same temperature each time. It can be done a little sooner or
later, depending on the current state of the electrical system. Of course, if the temperature rises too
high, then there is no flability anymore and the appliance must be turned on.

Just as heat and cold are storedstorages, so is electrical energy. This is a battery of course. It too fits
within the Storagecategory and is governed in much the same way as with heat and belél&ctrical
Vehicle (EV) is not much different from a battery when it is used in Vehicle to Gridl (V2G) scenarios.
The exception is that where a battery is usually stationary, the EV can change location and its fill level
can change unpredictably whenreconnects to the electrical system.

Output adjustable

As discussed, all categories thus far have been constrained in one way or anotheduffiu
adjustablecontrol spaces have no such restrictions. Theaputadjustablecategory lists the flexibility
in either production or consumption of energy without being bound siaageor deadline.
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A generator is an example. It can be switched on in order to provide extra power to the electrical
system and can be switched off when the need has dissipateekeTare only technical device
constraints when it can or cannot run, such as the amount of diesel it has left, or how fast the generator
may be started again after it has been stopped.

4.1.4 FPAIlruntime environment

The FPAIlis implemented as an opesource rutime for Building Energy Gateways, which can be
installed in homes and small business environments.HPwis built on top of OSG18], a modular
service platform for the Java programming language. The adganif Java is that compiled Java code
runs on every software and hardware platform where a Java Virtual Machine is available, without the
need for recompiling the software. This allows fieAko run on many different hardware platforms

and operating sysms

The building energy gateway is typically a small, preferably-plomer computer that can
communicate with all the smart appliances inside the building. This means that this computer needs
to be equipped with adapters for conventional physical comroation methods for smart appliances,
such as the Serial Port, Ethern®tjFi ZigBee and Bluetooth. The Building Energy Gateway receives
information about all the smart appliances and can send back instructions where applicable.

Apps

There are many typesf smart appliances angimart gridservices, and in the future there will be even
more. As described earlier the software components on FERAlthat communicate with the smart
appliance are called Appliance Drivers, and the software components corgritiérsmart appliances
through the EFI are called Energy Apps.

In the FPAfuntime, Appliance Drivers and Energy Apps are packaged in the form of an App. Apps can
easily be installed in a few seconds from #RAIStore, an online repository containing #le Apps
available for theFPA(like the app storesoogle Play and the Apple AppStore)

Apps can define their own user interface as part of the Appliance Driver and/or Energy App.

When the user buys a new smart appliance, it has to connect it to ta tetwork. In most cases the
plug&play mechanism of the building energy gateway will recognize itFP#dwill download the
appropriate driver from thd-PAIStore and connect it with the energy app of thmart gridservice.

FPAlUser Interface

The end-user interacts with the user interface of tli& Al From here, the user can managed see

the status of all the installed smart appliances a@ntart gridservices. They catonfigure and control

their appliances, and gain more insight into the energnsumptionand production inside the
building. The FPAIUser Interface is implemented as a web application. It can be accessed from any
device with a web browser in the same network as Bl

Remote management and monitoring

In some cases, such asdigtials, it is desirable to remotely manage a large clustéfRAinstances.
Some use cases require operators to update configurations, update Apps or monitmettheiourof
Apps. Therefore thEPAhas a Application Management Centrevhich allows perators to monitor
and manage large clusters BPAInstances. Using configuration templates, the operator can roll out
new Apps or configuration changes to maRAlinstances easily. ThEPAland the Application
Management Centraise the industry starard protocol named CWMP (described in-0a® [17]),
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which is published by the Broadband Fordrhe core of the FPAI software has a build irfdg®client
for handling the connection towards the Application MaaagentCentre

The Monitoring Framework allows every App running on BRAIlto define and report their own
Observations. These observations can be processed by any component ¢&iP&land can be
collected in a central database for monitoring purposelse Monitoring Framework allows App
developers to identify and easily publish their own measurements to monitor and indicate the
performance of the appliancemart gridservice or the App itself.

4.2 FPAI additions in SUNSEED

FPAIs designed and implemented be a generic gateway solution for communication between smatrt
appliances and smart grids, hence lots of existing components and features are reused for the
SUNSEED project. However the SUNSEED project comes with some specific requirements concerning
the communication and applications which run BRAI Therefore severdtPAfunctions are extended

and some new applications are created. These extensions and additions are described in this section.

4.2.1 Generic use of FPAI in SUNSEED

Figurel4 depicts an overviewf FPABystem architecture for SUNSEED. At the bottom of the figure
the drivers, which are responsible of communication with the real devices, are drawn. These drivers
communicate their data via the Energy ®hality Interfaces towards the XMPP protocol client. The
XMPP client is responsible for the data communication towards the SUNSEED M2M platform.

FPAI Conversion

=
1:1=7

A 4

Figurel4: FPAI system architecture for SUNSEED

4.2.2 FPAI drivers
For the SUNSEED prdj¢he following drivers are created or under development

FPAWAMSPMU Driver

The WAMSPMUdriver is responsible fawo functionalities firstlythe southrbound communication
betweenFPAland the WAMSMU sensor modulesSecondhyit converts the measui information

into the information format described by the Energy Flexibility Interfaces in order to achieve an
interoperable file format.

The work on the WAMS driver is in progress at the moment of writing of this document. In the current

stage of the pojectit is unknown via which physical interface the WAMS Driver can connect to the
measurement modds on the WAMSPMboard.
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If we decide, in a later stage of the project, to use the XMPP architecture for the field trail this driver
is needed.

FPAISmart Meter DRIVER

Thesmart meterdriver is responsible for the souttound communication betweeRPARNd thesmart
meter. It converts thereceivedmeasured information into the information format described by the
Energy Flexibility Interfaces in orderdohieve an interoperable file format.

In the current stage of the projeete are stillinvestigating whictphysical interface themart meter
driver should connect to themart nmeter in the SUNSEED pilot. Therd-BAlsmart meterDriver
available whichs able tocommunicatevia the P1 port of Dutchmart meters

FPAISmartAppliance Driver

The smart appliancedriver handlesthe southbound communication betweeiPAland the smart
appliancesFurthermoreit converts the measured information into theformation format described
by the Energy Flexibility Interfaces in order to achieve an interoperable file format.

In the current stage of the project it is unknowshich physical appliances are going to be used in the
SUNSEED project. Therefore the kvon the driver is not started. As a result of previous project several
drivers for simulation appliances are created. For instance: simulation dishwasher, simulation heat
pump and simulation battery. These simulation devices can be used for test purposes

4.2.3 FPAI XMPP client
The XMMP FPAI client is responsible for exchanging information with the M2M framework. It supports
both XMPP endlo-end connections and XMPP pub/sub functionality.

XMPP FPAI Implementation:

XMPP is a messaging protocol and in orderailitate an FPAI app to communicate using this, a

GLINR G202t RNAODGSNE A& ySOSaalNRd ¢KAaA LINRG202f
authenticates the FPAI app as a valid user and (iii) transmits messages from the FPAI app to the XMPP
serverwith the designated recipient mentioned in them. The FPAI app that transmits information, the
recipient app that receives the information and any other entity that wishes to communicate with
0KSAaS LA QA - att | NBE T aNXHRPseerIThéaXMBMgsrirer gares & dza S
the message for recipient information and routes the message to the registered XMPP user.

Registering a sensor:

A sensor is a node in an loT network and is recognized by a list of properties such as a distinguishable
sourcelditslocation, thetype of sensor data it provides, etc. This allows for the sensor and its services
to be discoverable by other partigmsed on meta information of the sensdn an XMPP network of
nodes, this is maintained by a registry. Aisty is an XMPP client with a database which connects
directly to the XMPP server. When a sensor comes online, it sends a registration message with its
properties wrapped in an XMPP message that is understood by the XMPP registry client. The server
routesthe message to the registry which stores the details of the sensor distinguished by a unique JID
(Jabber Identifier). By XMPP standards, the next stepoiaitdhe node which determines access rights

to the sensor. Sensors can bleimedby some XMPP uséy sending the appropriate XMPP message

to the registry client, or can also Iselfowned
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