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NOTICE 
 
The research leading to the results presented in the document has received funding from the European 
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The contents of this document are the copyright of the SUNSEED consortium. 
  



            
 

SUNSEED, Grant agreement No. 619437       Page 3 of 125 
 

 

5ƻŎǳƳŜƴǘ LƴŦƻǊƳŀǘƛƻƴ 

 

 
 
 
 
 

                                                           
1  

PU Public 

RP Restricted to other programme participants (including the Commission Services) 

RE Restricted to a group specified by the consortium (including the Commission Services) 

CO Confidential, only for members of the consortium (including the Commission Services) 

 

Call identifier FP7-ICT-2013-11 

Project acronym SUNSEED 

Project full title Sustainable and robust networking for smart electricity distribution 

Grant agreement number 619437    

Deliverable number D4.4.1 

WP / Task  WP4 / T4.4 

Type (distribution level)1 PU 

Due date of deliverable 31.07.2015 (Month 18) 

Date of delivery 31.07.2015 

Status, Version Final V1.0 

Number of pages 125 pages 

Responsible person, Affiliation Casper van den Broek, TNO 

Authors Casper van den Broek, Eelco Cramer, Bob Ran, TNO 

Reviewers Kemal Alic όW{LύΣ WǳǊƛƧ WǳǊǑe (EP), Radovan Sernec (TS) 



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 4 of 125 
 

 

Revision history 
 

Version Date Author(s) Notes Status 

1.0 29-07-2015 Casper van den Broek, 
Bob Ran 

Processed review comments Final 

0.92 18-07-2015 Casper van den Broek Executive Summary Draft 

0.91 17-07-2015 Casper van den Broek, 
Bob Ran, Eelco Cramer 

All chapters, small additions correction. 
Ready for review 

Draft 

0.9 16-07-2015 Casper van den Broek, 
Bob Ran, Eelco Cramer 

Section 3.4 Section 4.2 4 (FPAI , Appendix 
C 

Draft 

0.8 15-07-2015 Casper van den Broek, 
Bob Ran, Eelco Cramer 

Section 3.4 Section 4.2 4 (FPAI), Chapter 6 
(Security) Chapter 7 (conclusions) 

Draft 

0.7 14-07-2015 Casper van den Broek, 
Bob Ran 

Security, FPAI details Draft 

0.6 08-07-2015 Eelco Cramer XMPP additions Draft 

0.5 06-07-2015 Casper van den Broek FPAI introduction Draft 

0.4 02-07-2015 Casper van den Broek XMPP details Draft 

0.3 26-06-2015 Casper van den Broek Setup of chapters 1-6 Draft 

0.2 17-06-2015 Casper van den Broek Introduction Draft 

0.1 08-06-2015 Casper van den Broek Table of contents Draft 

 
 
  



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 5 of 125 
 

Table of Contents 

Document Information .......................................................................................................................... 3 

Table of Figures ....................................................................................................................................... 7 

Table of Acronyms ................................................................................................................................... 9 

SUNSEED project ................................................................................................................................. 10 

Executive Summary ............................................................................................................................... 11 

1 Introduction ................................................................................................................................... 12 

1.1 Approach ............................................................................................................................... 13 

1.2 Relation to the Rest of the Project ......................................................................................... 13 

1.3 Outline of This Report ............................................................................................................ 13 

2 Functional architecture ................................................................................................................. 14 

2.1 WAMS Modules ..................................................................................................................... 16 

3 XMPP Core ................................................................................................................................... 17 

3.1 Choice of collection & distribution protocol ............................................................................ 17 

3.2 Requirements for the protocol of choice ................................................................................ 18 

3.3 Choice of XMPP in relation to the requirements ................................................................... 19 

3.4 XMPP architecture of collection & distribution layer .............................................................. 19 

3.4.1 Interface between the provisioning server and the pub/sub service ............................. 20 

3.4.2 Interfaces between the measurement units/appliances and the IoT registry service ... 22 

3.4.3 Interfaces between the applications and the IoT registry service ................................. 23 

3.4.4 Interfaces towards Subscribers of published information (the applications) ................. 24 

3.4.5 Interfaces towards Publishers of information (the Measurement units/appliances) ...... 24 

3.4.6 Interface between the Demand-Response application and appliances ........................ 25 

4 FPAI Conversion ........................................................................................................................... 27 

4.1 The FAN Flexible Power Alliance Infrastructure (FPAI) solution ........................................... 27 

4.1.1 Introduction .................................................................................................................... 27 

4.1.2 The smart grid problem and the Energy Flexibility solution........................................... 28 

4.1.3 Energy Flexibility Interface (EFI) ................................................................................... 29 

4.1.4 FPAI runtime environment ............................................................................................. 32 

4.2 FPAI additions in SUNSEED ................................................................................................. 33 

4.2.1 Generic use of FPAI in SUNSEED ................................................................................ 33 

4.2.2 FPAI drivers ................................................................................................................... 33 

4.2.3 FPAI XMPP client .......................................................................................................... 34 

4.2.4 Energy Flexibility Interface ............................................................................................ 35 

4.2.5 FPAI Application Management Centre .......................................................................... 36 

4.2.6 FPAI Application Management Centre operations ........................................................ 37 

5 Applications ................................................................................................................................... 42 

6 Security ......................................................................................................................................... 43 

6.1 Introduction ............................................................................................................................ 43 

6.2 Native XMPP security features .............................................................................................. 43 



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 6 of 125 
 

6.3 Relation to the security architecture ...................................................................................... 43 

7 Conclusions and future work ........................................................................................................ 45 

7.1 Conclusions ........................................................................................................................... 45 

7.2 Future work ............................................................................................................................ 45 

8 Appendix A: Details of the XMPP messages ................................................................................ 46 

9 Appendix B: XML Implementation of Energy Flexibility Interaface (EFI) ...................................... 57 

10 Appendix C: XML Implementation of EFI messages for Sensors and Measurements .............. 117 

References .......................................................................................................................................... 125 

 
 
  



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 7 of 125 
 

¢ŀōƭŜ ƻŦ CƛƎǳǊŜǎ 

 
Figure 1: Connection many data source and many applications using stovepipe solutions ................................. 14 
Figure 2: High level SUNSEED IT architecture based on M2M platform ............................................................... 15 
Figure 3: The detailed IT implementation architecture of SUNSEED XMPP based setup ..................................... 16 
Figure 4: The XMPP core with its interface to the environment........................................................................... 20 
Figure 5: Sequence diagram of the creation of a new node ................................................................................. 21 
Figure 6: Registering a measurement unit/appliance in the registry and updating meta-data ............................ 23 
Figure 7: Searching for measurement units or appliances in the registry ............................................................ 24 
Figure 8: Sequence diagram of the subscription to a node .................................................................................. 24 
Figure 9: Sequence diagram of the publication to a node .................................................................................... 25 
Figure 10: Sequence diagram for controlling an appliance................................................................................... 26 
Figure 11: Many smart grid approaches vs many appliances ............................................................................... 28 
Figure 12: The Energy Flexibility Interface (EFI) .................................................................................................... 29 
Figure 13: Hot water tank Storage example ......................................................................................................... 31 
Figure 14: FPAI system architecture for SUNSEED ................................................................................................ 33 
Figure 15: Overview of the Management Center and FPAI nodes ........................................................................ 37 
Figure 16: Creation of a Template in the Management Center GUI ..................................................................... 38 
Figure 17: Template assignment to FPAI instance with Management Center ...................................................... 39 
Figure 18: Bulk actions options of Management Center ...................................................................................... 40 
Figure 19: Sequence diagram of registration of WAMS-FPAI node with Application Management Center. ........ 41 
Figure 20: Security architecture for the XMPP M2M platform ............................................................................. 44 
Figure 21: Overview of a typical EFI message sequence between the Application driver and the Energy app .... 57 
Figure 22: Overview of the generic message schemas of the EFI ......................................................................... 58 
Figure 23: Example of a AllocationStatusUpdate Message ................................................................................... 60 
Figure 24: AllocationStatus state diagram ............................................................................................................ 60 
Figure 25: Overview of the revoke classes. ........................................................................................................... 62 
Figure 26: Example of a ControlSpaceRevoke message ........................................................................................ 62 
Figure 27: Example of an AllocationRevoke message ........................................................................................... 62 
Figure 28: Commodity schemas ............................................................................................................................ 63 
Figure 29: Example of a commodity profile .......................................................................................................... 64 
Figure 30: Profile schema ...................................................................................................................................... 65 
Figure 31: Overview of CommodityProfile schemas ............................................................................................. 67 
Figure 32: Overview of the ProfileContainer class ................................................................................................ 67 
Figure 33: A typical message sequence of the Inflexible EFI ................................................................................. 68 
Figure 34: Representation of inflexible control space registration message ........................................................ 69 
Figure 35: Example of Inflexible Registration Message ........................................................................................ 71 
Figure 36: XML Schema representation of inflexible measurement update message ......................................... 72 
Figure 37: Example of Inflexible Measurement Message ..................................................................................... 73 
Figure 38: XML Schema representation of inflexible forecast update message ................................................... 74 
Figure 39: Example of Inflexible Forecast Message .............................................................................................. 75 
Figure 40: XML schema representation of inflexible allocation message ............................................................. 76 
Figure 41: Example of Curtailment Allocation Message ....................................................................................... 77 
Figure 42: A visual representation of a time shiftable control space ................................................................... 78 
Figure 43: A visual representation of a time shiftable control space with sequential commodity profiles ......... 78 
Figure 44: A typical message sequence of the TimeShiftable EFI ......................................................................... 79 
Figure 45: XML schema representation of time shifter control space registration message ............................... 79 
Figure 46: Example of Time Shiftable Registration Message ................................................................................ 80 
Figure 47: XML Schema representation of time shifter control space update message ...................................... 81 
Figure 48: Example of Time Shiftable Update Message ........................................................................................ 83 
Figure 49: time shifter allocation message Schema .............................................................................................. 84 
Figure 50: Example of a time shiftable allocation message .................................................................................. 85 
Figure 51: A typical message sequence of the Storage EFI ................................................................................... 90 



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 8 of 125 
 

Figure 52: Storage control space registration message Schema........................................................................... 91 
Figure 53: Example of a Storage Registration Message ........................................................................................ 92 
Figure 54: Overview OF A Storage system description message Schema ............................................................. 93 
Figure 55: Example of Storage System Description Message ............................................................................... 98 
Figure 56: UML overview of the Storage State Update Message ......................................................................... 99 
Figure 57: Example of a Storage State Update Message .................................................................................... 101 
Figure 58: UML overview of the Storage target profile message ....................................................................... 102 
Figure 59: Example of a Storage Target Profile Message .................................................................................... 103 
Figure 60: Storage usage forecast message Schema .......................................................................................... 103 
Figure 61: Example of Storage Usage Forecast Message .................................................................................... 104 
Figure 62: overview of the Storage allocation message Schema ........................................................................ 105 
Figure 63: Example of a Storage Allocation Message ......................................................................................... 106 
Figure 64: A typical message sequence of the output adjustable EFI ................................................................. 107 
Figure 65: Overview of outputadjustable control space registration message Schema ..................................... 108 
Figure 66: Example of Ouput Adjustable Registration Message ......................................................................... 108 
Figure 67: Overview of outputadjustable system description Message Schema ............................................... 109 
Figure 68: The attributes of the outputAdjustableRunningMode Class ............................................................. 110 
Figure 69: Example of OutputAdjustableSystemDescription Message ............................................................... 112 
Figure 70: UML representation of output adjustable state update control space message .............................. 113 
Figure 71: Example of an OutputAdustableStateUpdate Message ..................................................................... 114 
Figure 72: UML representation of output adjustable allocation message.......................................................... 114 
Figure 73: Example of an OutputAdjustableAllocation Message ........................................................................ 116 
Figure 74: A typical message sequence Sensor communication ......................................................................... 117 
Figure 75: Sensor Meta Information ................................................................................................................... 117 
Figure 76: Sensing module capabilities of sensor ............................................................................................... 118 
Figure 77: SensingModule connectivity of SEnsor .............................................................................................. 120 
Figure 78: Access Rights of Sensor ...................................................................................................................... 121 
Figure 79: XML exmaple of SEnsor Abstraction Message ................................................................................... 122 
Figure 80: XML Schema representation of Sensor Measurement ...................................................................... 123 
Figure 81: XML example of Sensor Measurement message ............................................................................... 124 
 
  



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 9 of 125 
 

¢ŀōƭŜ ƻŦ !ŎǊƻƴȅƳǎ 

 
Acronym Description 

API Application Programming Interface 

DER Distributed Energy Resource 

DSO Distribution System Operator 

FPAI Flexible Power Alliance Infrastructure 

EFI Energy Flexibility Interfaces 

PMU Phasor Measurement Unit 

IoT Internet of Things 

XMPP eXtensible Messaging & Presence Protocol 

M2M Machine-to-machine 

WAMS Wide Area Measurement System 

WAMS-SPM WAMS node with synchro phasor measurement capabilities (PMU like)  

WAMS-PMC                        WAMS node with power measurement and control capabilities and integration with FPAI 
platform to enable demand side management (DSM) or demand response (DR) 
programmes  

COAP Constrained Application Protocol 

MQTT Message Queuing Telemetry Transport 

SASL Secure Authentication and Security Layer 

TLS Transport Layer Security 

HTTP Hypertext transfer protocol 

TCP Transmission Control Protocol 

SCSM Specific Communication Service Mapping 

IEEE Institute of Electrical and Electronics Engineers 

IEC International Electrotechnical Commission 

XEP XMPP Extension Protocol 

EF-Pi Energy Flexibility Platform and Interface 

Pub/sub Publish Subscribe 

  

  

  

  

  

  

  

  

  

 
 
  



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 10 of 125 
 

{¦b{995 ǇǊƻƧŜŎǘ 

SUNSEED proposes an evolutionary approach to utilisation of already present communication networks from 

both energy and telecom operators. These can be suitably connected to form a converged communication 

infrastructure for future smart energy grids offering open services. Life cycle of such communication network 

solutions consists of six steps: overlap, interconnect, interoperate, manage, plan and open. Joint communication 

networking operations steps start with analysis of regional overlap of energy and telecommunications operator 

infrastructures. Geographical overlap of energy and communications infrastructures identifies vital DSO energy 

and support grid locations (e.g. distributed energy generators, transformer substations, cabling, ducts) that are 

covered by both energy and telecom communication networks. Coverage can be realised with known wireline 

(e.g. copper, fiber) or wireless and mobile (e.g. WiFi, 4G) technologies. Interconnection assures end-2-end secure 

communication on the physical layer between energy and telecom, whereas interoperation provides network 

visibility and reach of smart grid nodes from both operator (utility) sides. Monitoring, control and management 

gathers measurement data from wide area of sensors and smart meters and assures stable distributed energy 

grid operation by using novel intelligent real time analytical knowledge discovery methods. For full utilisation of 

future network planning, we will integrate various public databases. Applications build on open standards (W3C) 

with exposed application programming interfaces (API) to 3rd parties enable creation of new businesses related 

to energy and communication sectors (e.g. virtual power plant operators, energy services providers for 

optimizing home energy use) or enable public wireless access points (e.g. WiFi nodes at distributed energy 

generator locations). SUNSEED life cycle steps promise much lower investments and total cost of ownership for 

future smart energy grids with dense distributed energy generation and prosumer involvement. 
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9ȄŜŎǳǘƛǾŜ {ǳƳƳŀǊȅ 

In the SUNSEED project innovative ways to ensure stability of the distribution gird are developed. The 
grid is monitored using state estimation based on a combination of measurements (e.g. voltage 
phasors from PMU like devices, voltage measurement, smart meter measurements) on all important 
parts of the grid. This allows voltage violations and congestion in the grid to be observed. The 
congestion is subsequently managed using innovative supply-demand algorithms to control the 
consumptions/production of a number of appliances.  
 
Different types of measurement devices (e.g. PMU devices, smart meters) produce different kinds of 
measurements. To allow these measurements to be used in an IoT (interoperable) like manner by 
many applications (state estimation being just one of them) it is important to on the one hand unify  
the measurements but even more important is to add semantics to these measurements expressing 
what measurement mean and what is actually measured. The same applies for the appliances. To allow 
control of a multitude of different appliances by different applications (demand response being one of 
them) the appliances need to present themselves in a way that the applications can interact without 
knowing the specifics of the appliance.  
 
In SUNSEED we further develop the Flexible Power Alliance Infrastructure (FPAI) agents to abstract 
both measurements and appliances to a semantic model that allows applications to interact, knowing 
how to interpret the measurements and/or to control energy consumption of appliances. In an IoT 
based approach using an M2M platform, the FPAI instances on the measurement devices and the 
appliances connect to the applications interested in the measurements or control abilities  
 
For the M2M platform the XMPP protocol was chosen as the collection & distribution mechanism 
because of its security features, scalability, semantics of the messages and familiarity in the energy 
domain. Based on the communication demands XMPP pub/sub is used to transfer information from 
measurement devices and appliances to the applications while XMPP peer-to-peer communication is 
used to transfer control information from applications to controllable appliances. 
 
XMPPs experimental extensions for IoT are implemented tested and improved. The knowledge gained 
with this is fed back into the XMPP community, in order to help bringing the XMPP protocol and 
standards to the next level. 
 
Within FPAI new drivers to support measurement devices are developed, as well as abstraction models 
for measurements and an XMPP client to share these abstractions with the applications via the XMPP 
server. Also the abstraction models were transferred from the existing java implementation to XML 
schema, making it easy to wrap it as an XMPP message. Furthermore the central control of FPAI nodes 
has been further developed to allow remote control or a large number of FPAI clients making it easy 
to monitor the health of the clients and to update the client software. 
 
The hardware nodes in SUNSEED are based on Wide Area Measurement Modules (WAMS). There are 
different WAMS modules, the WAMS-SPM with PMU and the WAMS-PMC with power measurement 
and device control via FPAI. The WAMS-PMC is mainly used in the lab trail and communicates over 
XMPP with the M2M platform. The WAMS-SPM is mainly used in the field trail and in this stage of the 
project the MQTT communication towards the M2M platform is foreseen. Currently we are 
investigating, if the WAMS-SPM can make use of XMPP communication as well, so both systems can 
be integrated at a later stage of the project. This report covers the XMPP solution. 
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1 LƴǘǊƻŘǳŎǘƛƻƴ 

There are two important trends, one in the Energy domain and one in the ICT domain, that influence 
the effective and efficient use of the DSO networks in the future smart grids. On the one hand there is 
the trend of small-scale decentralised generation of energy by Distributed Energy Resources (DERs). 
This decentralised generation makes the smart grid much more unpredictable and unmanageable than 
the old energy grids that rely on a relatively small number of large generation plants. On the other 
hand there is the Internet of things, everything is connected to and (if applicable) controllable via the 
Internet including all kinds of domestic appliances. The energy consumers become controllable things 
in the Internet of things. 
 
For a DSO to be even able to think about effective and efficient use of its network, it first needs to 
ƪƴƻǿ ǘƘŜ ǎǘŀǘŜ ƻŦ ǘƘŜ ŜƴǘƛǊŜ ƴŜǘǿƻǊƪΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ƭƻǿ ǾƻƭǘŀƎŜ ƴŜǘǿƻǊƪΦ /ǳǊǊŜƴǘƭȅ Ƴƻǎǘ 5{hΩǎ ƻƴƭȅ 
monitor and control the medium and (if part of the DSOΩǎ network) the high voltage network.  
Knowledge of the condition of the DSOΩǎ network combined with knowledge and controllability of the 
consumption and decentralised production would allow fine grained control of the load in all parts of 
the network thereby allowing effective (always provide energy where needed) and efficient (ensure 
the capacity of the network is used in an optimum way) use of the distribution grid.  
 
In the SUNSEED project monitoring of the low voltage grid is achieved by a combination of 
measurements (e.g. voltage phasors from PMU like devices, voltage measurement, smart meter 
measurements) on all important parts of the low and medium voltage grids on the selected testbeds. 
Based on these measurements an estimation of the state of the entire grid is made using state of the 
art estimation techniques. Control of the consumption is achieved using innovative supply-demand 
algorithms to control a number of appliances. Control of the decentralised energy production is not 
part of the SUNSEED project2 but other EC projects (e.g. OS4ES) are looking at ways how this could be 
achieved. 
 
Different types of measurement devices (e.g. PMU devices, smart meters) produce different kinds of 
measurements of sometimes the same and sometimes different parameters (e.g. especially newer 
smart meters measure voltage, current as well as power). To allow these measurements to be used in 
an IoT (interoperable) like manner by many applications (state estimation being just one of them) it is 
important to on the one hand unify  the measurements but even more important is to add semantics 
to these measurements expressing what measurement mean, what is actually measured etc. The same 
applies for the appliances. To allow control of a multitude of different appliances by different 
applications (demand response being one of them) the appliances need to present themselves in a 
way that the applications can interact without knowing the specifics of the appliance. In SUNSEED we 
further develop the Flexible Power Alliance Infrastructure (FPAI) agents to abstract both 
measurements and appliances to a semantic model that allows all kinds of applications to interact, 
knowing how to interpret the measurements and/or how to control energy consumption of appliances.  
 
In an IoT based approach using an XMPP based M2M platform, the FPAI instances on the measurement 
devices and the appliances connect to the applications interested in the measurements or control 
abilities (in the SUNSEED case the State Estimation application and the  central Demand management 
application). 

                                                           
2 For the SUNSEED project there were no lab testbeds available for the production of energy and in 
the field trial Slovenian laws prohibit cutting PV or wind generated energy.  
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1.1 Approach 

The approach taken in this deliverable is based on further developing available state-of-the-art (SOTA) 
in the relevant research fields. Specifically the following improvements will be achieved. 

1) Development of the FPAI framework to including semantic models of Sensors/Measurements 

and Actuators/Control  

2) Development of  

¶ central node management system and lightweight node software to support 

Internet-of-Things properties (registry & automatic discovery of connected resources 

and nodes),  

¶ management interface to remotely manage on-site nodes and a monitor and control 

interface. 

3) Design and implementation of an XMPP based M2M platform based on the experimental IoT 

extensions of the XMPP protocol. In doing so additions and/or changes will be made to these 

extensions, improving the final standards.  

1.2 Relation to the Rest of the Project 

The FPAI/XMPP based framework will be used in SUNSEED in the lab and field trials in a number of 
ways: 

1) To demonstrate the use of measurements and state estimations to get a full view on the state 

of the entire low voltage grid (of the field trial environment) 

2) To demonstrate the ability of a supply/demand application to stabilize a grid by controlling 

consumption and production in the low voltage grid. 

3) To demonstrate the ability to distribute measurements along a great number of consumers. 

1.3 Outline of This Report 

In chapter 2 the overall implementation architecture of the SUNSEED project is revisited and detailed 
to the level needed in the rest of this report. In this architecture a number of components exist that 
are detailed in the rest of the chapters: 

¶ Chapter 3 focuses on the core of the M2M platform, the XMPP server 

¶ Chapter 4 details the FPAI clients residing the measurement modules and the appliances as 

well as the management center developed to centrally manage a number of FPAI clients 

¶ Chapter 5 describes the applications that subscribe to the information published to the XMPP 

server 

¶ Chapter 6 describes how security is implemented and how this relates to the security 

framework described in D3.1.1 

¶ Chapter 7 draw conclusions, describes further work and details what additional information 

will be provided in the deliverable D4.4.2  
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2 CǳƴŎǘƛƻƴŀƭ ŀǊŎƘƛǘŜŎǘǳǊŜ 

In SUNSEED a number of diverse measurement units and a number of diverse controllable appliances 
need to exchange information with a number of divers applications in an autonomous manner.  
This could be achieved by using a number of single technology (stovepipes) solutions as is shown in 
Figure 1.  
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 and distribution

  
Figure 1: Connection many data source and many applications using stovepipe solutions 

 
When diversity is relatively small, this is a workable solution. However as the Internet of Things shows, 
data sources and users thereof (applications) can grow rapidly, rendering this solution impossible in 
the future. We must come to a generic way to connect various data sources to various applications 
and this is exactly what a machine-to-machine (M2M) platform does.  
 
A high level M2M architecture for the SUNSEED project is given in Figure 2. Basically the M2M platform 
takes care of the conversion and the collection/distribution of information between the measurement 
units/controllable appliances and the applications. 
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Figure 2: High level SUNSEED IT architecture based on M2M platform 

 
As was sketched in [1] the implementation architecture of SUNSEED consists of an XMPP based 
Machine-to-machine platform.  Figure 3 gives this IT implementation architecture in more detail. 
 
Based on a number of choices made (and explained in the following sections), the high level 
architecture has been detailed to the level given in Figure 3. 
 
The collection & distribution part of the M2M platform is given shape by an XMPP server and a 
publish/subscribe mechanism to share the information between the measurement units/controllable 
appliances and the applications (as well as between applications for that matter). This is further 
explained in section 3. 
 
The conversion part of the M2M platform is distributed for reasons described in sections 4 and 5. 
Conversion of the XMPP protocol towards application specific interfaces is done within or close to the 
applications itself (see section 5) using a conversion module. Conversion towards the measurement 
units and controllable devices is done using the FPAI framework as is described in sections 4. 
 
An external authorization server is used to authorize both the applications and the measurement 
units/controllable appliances to use the XMPP server. This is further explained in section 6. 
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Figure 3: The detailed IT implementation architecture of SUNSEED XMPP based setup 

2.1 WAMS Modules 

In the SUNSEED project the hardware nodes in the bottom of Figure 3 are based on Wide Area 
Measurement Modules (WAMS). There are different WAMS modules, the WAMS-SPM with PMU and 
the WAMS-PMC with power measurement and device control via FPAI. The WAMS-PMC is mainly used 
in the lab trail and communicates over XMPP with the M2M platform. The WAMS-SPM is mainly used 
in the field trail and in this stage of the project the MQTT communication towards the M2M platform 
is foreseen[11]. Currently we are investigating, if the WAMS-SPM can make use of XMPP 
communication as well, so both systems can be integrated at a later stage of the project. This report 
covers the XMPP solution. 
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3 ·att /ƻǊŜ 

For the M2M platform two main choices have to be made: 

1) Implementation architecture of the collection & distribution layer. This architecture depends 

mainly on the chosen protocol for this layer.  

2) Implementation architecture of the conversion layer 
 
In chapter 4 the choice of the conversion layer is elaborated. While in this chapter the first of the two 
choices is explained. In section 3.1 the protocols taken into consideration are introduced together with 
their advantages and disadvantages. In section 3.2 the criteria for selecting a protocol are explained 
and in section 3.3 the choice for the collection and distribution protocol is made. Section 3.4 elaborates 
on the architecture around XMPP, the protocol of choice, and the interfaces the XMPP system has. 

3.1 Choice of collection & distribution protocol 

There are many protocols that can be considered as M2M/IoT protocol. REST API, COAP, MQTT, and 
XMPP are often seen as the most obvious candidates.  

¶ MQTT (MQ Telemetry Transport) is a lightweight publish-subscribe messaging protocol on top 
of the TCP/IP stack. It is designed to save efficient messages with low overhead for connections 
with limited bandwidth. MQTT has client that publish information, subscribe to information 
(or both) and a message broke that is responsible for distribution of the published messages 
to all subscribers. 

¶ CoAP (Constrained Application Protocol) is an application layer protocol used for resource 

(power) constrained devices and devices connected via lossy networks. CoAP is e.g. used 

within the smart meter infrastructure (AMI advanced metering infrastructure). 
¶ RESTful HTTP over TCP is very useful for consumer devices because most of those will already 

have an HTTP stack) 
¶ XMPP (eXtensible Messaging and Presence Protocol) is an open technology for real-time 

communication, which powers a wide range of applications. It is not designed for use over low 
ǇƻǿŜǊ ŀƴŘ ƭƻǎǎȅ ƴŜǘǿƻǊƪǎ ōǳǘ ǘƘŜǊŜ ŀǊŜ ŀ ƴǳƳōŜǊ ƻŦ ·9tΩǎ ό·att 9ȄǘŜƴǎƛƻƴ tǊƻǘƻŎƻƭǎύ that 
aim to make XMPP suited for IoT, i.e. XEP-0322, XEP-323, and XEP-324. 

 
Each of the protocols has its own advantages and disadvantages, the main ones being: 

¶ MQTT 

+ Simplicity (only five API methods). 

+ Compact messages (binary packet payload, compressed headers). 

-  Security, no client side authentication possible, no inherent security mechanisms 

except for plaintext username/password. Security mechanisms can be added on top 

of the protocol (SSL) but this makes the protocol much less lightweight. 

-  Message semantics, binary message, content agnostic. Without prior agreement of 

the contents of the message, information cannot be shared. 

¶ COAP 

+ Well suited for low-power devices over lossy networks 

+ Compact messages (binary packet payload, compressed headers, UDP instead of TCP) 

+ Message semantics, support for content negotiation. 

-  Security, adding security mechanisms make the protocol less lightweight and require 

http://xmpp.org/extensions/xep-0322.html
http://xmpp.org/extensions/xep-0323.html
http://xmpp.org/extensions/xep-0324.html
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more from the devices. 

-  Primary use is for one-to-one communication. 

¶ RESTful HTTP over TCP 

+ Compatibility, many applications can deal with HTTP over TCP. 

+ Security, standard security mechanisms in place. 

+ Semantics, messages can contain semantic information making the message content 

easier to understand. 

-  Verbose. 

-  Pure client server, client initiates data transfer, not meant to push many messages to 

clients. 

¶ XMPP 

+ Security, allows for client side authentication, inherently supports SASL, TLS. 

+ Semantics, messages inherently contain semantic information making the message 

content easier to understand. 

+ Federation. 

-  Verbose. 

3.2 Requirements for the protocol of choice 

 
The choice of the protocol to be used in the SUNSEED project is based both on the intended use within 
the project as well as possible re-use by smart-grid actors after the project has finished. The main 
requirements to take into account for this are: 

¶ Security, both private data (smart meter data, energy profiles from appliances) and 
sensitive data (measurements from the DSO grid, control signals for appliances)  

¶ Scalability, the system developed within the project is based on a few hundred 
measurement nodes and tens of appliances. When scaling towards a complete DSO 
network, this would result in ten thousands of measurement nodes and thousands of 
appliances. The solution should scale towards these numbers 

¶ Semantics, data from different sources already needs to be integrated. To make it easy to 
integrate more divers systems, it is helpful if the messages contain semantic information 
describing the type of data carried in the message.  

¶ Familiarity, acceptance of a protocol is highly facilitated if the protocol is already known 
(and preferably used) in the energy domain.  
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3.3 Choice of XMPP in relation to the requirements 

 
Within the SUNSEED project XMPP was chosen as the protocol for the collection and distribution layer. 
This choice was based on the following properties of XMPP in relation to the requirements of section 
3.2. 

¶ Security  
o Support for external authorization (IoT provisioning XEP) 
o Support for external authentication (SASL external) 
o Client side authentication  
o Network identity 

¶ Scalability 
o Federation with other domains 
o Proven large scale implementations 
o Support for pub/sub to publish measurements and appliance energy flexibility profiles 
o Support for request-response for controlling appliances 

¶ Semantics 
o Well defined protocol with (IoT) extensions 

¶ Familiarity 
o XMPP is taken into account by IEEE as one of the protocols for smart grids [6] 
o Within IEC 61850 the second Specific Communication Service Mapping (SCSM) for the 

ACSI Client-Server information exchange service models will be the mapping of the 
ACSI service models to MMS ASN.1 XER and XMPP [7]. 

 
Apart from this, the XMPP protocol has a number of additional advantages  

¶ The presence ŦǳƴŎǘƛƻƴ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ƳŀƴŀƎŜ ΨŦǊƛŜƴŘǎƘƛǇΩ ǊŜƭŀǘƛƻƴǎ ōŜǘǿŜŜƴ ¢ƘƛƴƎǎ ŀƴŘ 

applications. Presence can also be used to monitor the system state. 

¶ Both fire and forget, pub/sub as transactional (request/response) message types 
¶ Works from behind NAT and / or firewalled networks. 
¶ Compression (is actually a compensation of the verbosity of the XMPP protocol). 

3.4 XMPP architecture of collection & distribution layer 

 
The architecture of the collection & distributing layer based on the XMPP is shown in Figure 4. 
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Figure 4: The XMPP core with its interface to the environment 

 

The XMPP collection & distribution layer basically has the following types of interfaces: 

¶ Interface between the provisioning server and the pub/sub service. 

¶ Interfaces between the measurement units/appliances and the IoT registry service. 

¶ Interfaces between the applications and the IoT registry service. 

¶ Interfaces towards Subscribers  of published information (the applications) 

¶ Interfaces towards Publishers of information (the measurement units and appliances) 

¶ Interfaces towards the Authorisation server 

¶ Interface between the applications and the appliances (or rather between the demand-
response application and the appliances for the purpose of controlling the appliances. 

 
All the interfaces are standard XMPP interfaces described in the various XMPP specifications. In the 
next sections the sequence diagrams of the messages exchanged over these interfaces will be 
explained. In appendix A more details about the actual messages can be found. 

3.4.1 Interface between the provisioning server and the pub/ sub service 
On this interface messages are exchanged for the following purposes: 

¶ Creating a new topic on the pub/sub service of an XMPP server 

¶ Allowing/denying a measurement unit/client to publish information in a topic 

¶ Allowing/denying an applications to subscribe to information 
For each of these topics, the message flows and messages are described in more detail 
 
Creating a new node on the XMPP server 
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The pub/sub mechanism of XMPP works with the notion of nodes (also called topics in other pub/sub 
protocols). Information can be sent (published) to a node (topic) and clients can subscribe to the 
information published to the node. 
Every node has a node owner and every node needs to be created. The owner of the node is 
responsible for this task. 
 
To create a node, the node owner will send a άŎǊŜŀǘŜ-ƴƻŘŜέ ƳŜǎǎŀƎŜ ǘƻ ǘƘŜ ·attΩǎ Ǉǳō/sub service. 
As part of that message a configuration form can be sent to configure the node with a non-standard 
configuration.  The XMPP server will try to create the new node. On successful creation of the node, 
the server will reply with success and the generated node ID. If creation was not successful the server 
will reply the cause of failure. The sequence diagram of the creation of a node is given in Figure 5 while 
the detailed messages can be found in appendix A. 
 
Note that to be able to create a node, an owner (or its delegate) may need to be registered to that 
service. Although the core XMPP specification does not provide for in band registration, the XEP-0077 
extension [8] allows in-band registration for services. Within SUNSEED we assume registration is not 
necessary or performed as part of the administration of the XMPP server. 
 

 
Figure 5: Sequence diagram of the creation of a new node 

 
 
Allowing/denying a measurement unit/client to publish information in a topic 
 
Within XMPP the publisher of information does not request to become a publisher. Instead the 
(delegate) owner of the node will give the publisher the right to publish by changing its affiliation to 
ǘƘŜ ƴƻŘŜ ōȅ ǎŜƴŘƛƴƎ ŀ άaƻŘƛŦȅ ŀŦŦƛƭƛŀǘƛƻƴέ ƳŜǎǎŀƎŜ ǘƻ ǘƘŜ pub/sub service. The pub/sub service will 
change the affiliation of the entity for which the owner is requesting ǘƘŜ ǊƛƎƘǘ ǘƻ ǇǳōƭƛǎƘ ǘƻ άtǳōƭƛǎƘŜǊέ 
and will send a success response. In case the affiliation could not be changed successfully, the pub/sub 
service will send a failure response with the cause of the failure. The sequence diagram of the change 
of affiliation is given in Figure 5 while the detailed messages can be found in appendix A. 
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Denying a publisher the right to publishing is simply a change from afŦƛƭƛŀǘƛƻƴ άtǳōƭƛǎƘŜǊέ ǘƻ άaŜƳōŜǊέΣ 
άbƻƴŜέΣ ƻǊ άhǳǘŎŀǎǘέΦ 
 
Allowing/denying an application to subscribe to information 
Allowing or denying an application to subscribe to a node uses the same principle as allowing an entity 
to publish to a node, the entity (in this case the application) needs to have the correct affiliation to be 
able to subscribe. The (delegate) owner must set the affiliation of the application to άƳŜƳōŜǊέΦ ¢ƘŜ 
ά/ƘŀƴƎƛƴƎ ŀŦŦƛƭƛŀǘƛƻƴέ ǇŀǊǘ ƻŦ ǘƘŜ ǎŜǉǳŜƴŎŜ ŘƛŀƎǊŀƳ ƛƴ Figure 5 applies. 
 

3.4.2 Interfaces between the measurement units/appliances and the IoT registry service 
On this interface messages are exchanged for the following purposes: 

¶ Registering a measurement unit/appliance in the registry 

¶ Updating the meta-data of a measurement unit/appliance in the registry 
 
This interface uses XEP-0347 [12], the XMPP Extension Protocol for Internet of Things discovery. 

Registering a measurement unit/appliance in the registry 
When a measurement unit/appliance is connected to the network and its state is ΨǳƴǊŜƎƛǎǘŜǊŜŘΩ, it tries 
to register at the Lƻ¢ ǊŜƎƛǎǘǊȅ ǎŜǊǾƛŎŜΦ ¢ƻ Řƻ ǎƻ ƛǘ ŦƛǊǎǘ ŎǊŜŀǘŜǎ ŀ ΨŦǊƛŜƴŘǎƘƛǇΩ ǊŜƭŀǘƛƻƴ ǿƛǘƘ ǘƘŜ Lƻ¢ ǊŜƎƛǎǘǊȅ 
service (by subscribing to the registries presence information) and then it sends a registration message 
to the registry service. The IoT registry service will let the unit know if it has registered successfully or 
not. 
 
Currently the measurement units/appliances will register themselves ŀǎ ΨǎŜƭŦhǿƴŜŘΩ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ 
they can decide on its own which commands it will accept or not. In a later stage of the project a 
provisioning server can claim the ownership of a unit, on behalf of the owner, by sending a claim 
message to the registry. This allows the measurement unit/appliance to delegate trust towards the 
provisioning server using the XEP-0324 [13]: Internet of Things ς Provisioning. 
 
Updating the meta-data of a measurement unit /appliance in the registry 
Once a measurement unit/appliance is registered in the Registry and ownership has been claimed (or 
set to `selfOwned`) the measurement unit/appliance can update its meta-data in the registry. By 
updating its meta-data a measurement unit/appliance allows applications to find it in the registry. 
Examples of meta-data that can be set in the registry are: model, brand, location, specific 
measurement capabilities, etc. Details can be found in Appendix B: XML Implementation of Energy 
Flexibility Interaface (EFI and Appendix C: XML Implementation of EFI messages for Sensors and 
Measurements. 
 
A measurement unit/appliance  updates its meta-information by sending an update message to the 
IoT registry service. The IoT registry service will confirm that the update was successful by sending a 
reply back to the measurement unit/appliance. 
 
The sequence diagram of registering a measurement unit/appliance in the registry and updating the 
met-data is given in Figure 6 while the detailed messages can be found in appendix A. 
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Figure 6: Registering a measurement unit/appliance in the registry and updating meta-data 

 

3.4.3 Interfaces between the applications and the IoT registry service 
Applications use this interface to search for measurement units or appliances in the IoT registry service. 
An application can search for measurement units or appliances by sending a search request to the IoT 
registry service. The IoT fill look in its database for measurement units/appliances whose meta-data 
matches the search parameters send by the application and return a list of matching measurement 
units/appliances to the application. The search results can be used by the application to, for example, 
filter out pub/sub notifications for specific measurement unit and/or send commands to specific 
(groups of) appliances. 
The sequence diagram of searching for a measurement unit/appliance in the registry is given in Figure 
7 while the detailed messages can be found in appendix A. 
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Figure 7: Searching for measurement units or appliances in the registry 

3.4.4 Interfaces towards Subscribers of published information (the applications) 
On this interface messages are exchanged for the following purposes: 

¶ Letting an application subscribe/unsubscribe to a node on the pub/sub service 

¶ Receiving published information by applications 
For each of these topics, the message flows and messages are described in more detail 
 
Letting an application subscribe/unsubscribe to a node on the pub/ sub service 
When an application wants to subscribe to the contents of a particular topic (called ΨnodeΩ within a 
XMPP pub/sub service) it will send a subscription request to the pub/sub service.  The pub/sub service 
will forward the subscription requests to the node owner, which in this case can either be the 
provisioning server or the authentication server. The sequence diagram of the subscription is given in 
Figure 8 while the detailed messages can be found in appendix A. 
 

 
Figure 8: Sequence diagram of the subscription to a node 

 
Receiving published information by applications 
Receiving published information is part of the entire flow of publishing information and is described in 
the next section as part of the interface between the pub/sub service and measurement 
units/appliances. 

3.4.5 Interfaces towards Publishers of information (the Measurement units/appliances) 
On this interface messages are exchanged for the following purposes: 

¶ Publishing information to a node on the pub/sub service 

¶ Receiving published information by applications 
For each of these topics, the message flows and messages are described in more detail 
 
Publishing information to a node on the pub/ sub service (and passing that to the applications) 
When a measurement unit or appliance wants to publish something to a specific node, it will send a 
άǇǳōƭƛǎƘέ message to the pub/sub service. If successfully processed, the pub/sub service must reply 
with a success response. Otherwise it will generate and error response.  After successful processing 
the pub/sub service will notify all subscribers that a new item is published and. In this notification the 
payload (the actual publication) can be added. The sequence diagram of the publication is given in 
Figure 9 while the detailed messages can be found in appendix A. 
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Figure 9: Sequence diagram of the publication to a node 

 

3.4.6 Interface between the Demand-Response application and appliances 
Although strictly speaking this is not an interface with the XMPP core, it is an interface using the XMPP 
core and XMPP messages and should therefore be described in this chapter. 
On this interface messages are exchanged for the purpose of letting the demand-response application 
send a control signal to a smart appliance, to switch the appliance on or off, to reduce or increase its 
consumed or generated power etc. The party exercising this control can consult the IoT registry to 
obtain static information about appliances such as e.g. location. It can use this information to 
determine which appliances it would like to control can see in the IoT registry. This type of control 
enables the production and consumption of energy to be in balance and to ensure that any part of the 
distribution network does not need to transport more energy than its rated capacity. 
 
Use of publish-subscribe mechanism to send control signals from the demand-response applications 
to appliances would require a lot of topics (nodes) to be made on the pub/sub server, namely one per 
appliance to be able to control individual appliances. Peer-to-peer communication is the preferred 
solution in this case.   Within XMPP this can be achieved with an IQ (Info/Query) interaction between 
the application and the appliance.  
 
The XMPP service will block an IQ interaction if the application is not subscribed to the presence of the 
appliance. This presence can be pre-provisioned in the XMPP server or the application can send a 
subscription request (for presence information) to the appliance it wants to control. The appliance 
forwards the request to the provisioning server which approves (or denies) the request, sends the 
information back to the appliance and the appliance sends the result back to the application. 
  
After this the application can send and IQ set message to control the appliance. The appliance then 
checks with the provisioning server whether the application is allowed to exercise this control. For this 
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purpose, the application needs to send an authorization token together with the IQ set message. The 
provisioning server checks the token, and lets the appliance know if the application is allowed to 
control the appliance. Finally, the appliance performs the requested control and responds to the 
requesting application. The sequence diagram of both subscribing to the presence of the appliance 
and exercising control is given in Figure 10 while the detailed messages can be found in appendix A. In 
the sequence diagram the XMPP server is left out since the server only forwards messages. 
 

 
Figure 10: Sequence diagram for controlling an appliance 
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4 Ct!L /ƻƴǾŜǊǎƛƻƴ 

As stated in the beginning of chapter 3, for the M2M platform two main choices had to be made: 

1) Implementation architecture of the collection & distribution layer. The choice for this 

architecture was elaborated in chapter 3.  

2) Implementation architecture of the conversion layer. This architecture is the topic of this 

chapter. 
 
In SUNSEED we are adding measurements and state estimation to measure and predict current and 
future states of the distribution network, we are adding controllable appliances and demand response 
applications to control the load of a number of customers in the distribution network in short we are 
adding intelligence to the network by default creating a smart grid.  
 
The conversion layer for the M2M platform in SUNSEED is the layer that translates between the Smart 
grid applications (state estimation, alarm application, demand-response application) and the 
measurement devices and appliances that produce measurement/need to be controlled.  
Within the Flexible power Alliance Network (FAN) [19], an independent network of companies and 
institutions that jointly develop and manage the international, open FAN standard, a conversion layer 
between appliances and smart grid applications has already been developed. This conversion layer is 
the Energy Flexibility Platform and Interface (EF-PI), formerly known as FPAI (Flexible Power Alliance 
Infrastructure).  Adapting this layer to be able to cope with measurement devices is a relatively small 
step and therefore the choice of FPAI as conversion layer is a logical one. 
 
In this chapter we will first discuss the FPAI architecture as is (developed by FAN). This is done in section 
4.1. Section 4.2 describes the alterations that were done to extend and change FPAI to seamlessly fit 
in the SUNSEED architecture fulfilling all of the requirements set by the SUNSEED project. 
  

4.1 The FAN Flexible Power Alliance Infrastructure (FPAI) solution  

Large parts of this ǎŜŎǘƛƻƴ ŎƻƳŜ ŦǊƻƳ ǘƘŜ ά²ƘƛǘŜ ǇŀǇŜǊ 9ƴŜǊƎȅ CƭŜȄƛōƛƭƛǘȅ tƭŀǘŦƻrm and Interface (EF-
Pi)έ [14] and have been revised where necessary to fit the SUNSEED purposes. 
 

4.1.1 Introduction 
 
The way in which the power grid is used is changing. First of all, we are using electricity for new energy 
intensive applications such as heating buildings and transportation. Secondly, we are introducing 
renewable energy sources like solar panels and wind turbines, which do not provide steady levels of 
production. Finally, energy is being generated at a small scale by devices such as solar panels and 
micro-/ItΩǎΣ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŀǘ ǇƻǿŜǊ is inserted in a decentralised way into the power grid. 
 
These trends introduce three problems for the power grid: First of all, it becomes more difficult to 
balance the production and consumption in the power grid because of the unpredictability of the 
renewable energy sources. When production and consumption are too far out of balance, the power 
grid fails. Secondly, as the use of electrical heating and electrical vehicles increases, the transportation 
capacity of the power grid will soon be inadequate. Increasing the capacity is very costly. A distribution 
system operator would like to avoid or postpone these investments as much as possible. Thirdly 
voltage violations can be caused by bi-directional power flows in the distribution grid. 



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 28 of 125 
 

 
Sometimes consumers are willing to provide some flexibility in the energy consumed or produced by 
ǘƘŜƛǊ ŘŜǾƛŎŜǎΦ CƻǊ ŜȄŀƳǇƭŜΣ ŀƴ ŜƭŜŎǘǊƛŎ ǾŜƘƛŎƭŜ ŘƻŜǎƴΩǘ ƘŀǾŜ ǘƻ ǎǘŀǊǘ ŎƘŀǊƎƛƴƎ ǊƛƎƘǘ ŀway when it is 
ǇƭǳƎƎŜŘ ƛƴ ƛƴ ǘƘŜ ŀŦǘŜǊƴƻƻƴ ƛŦ ǘƘŜ ƻǿƴŜǊ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƘŜ ŎŀǊ ǳƴǘƛƭ ǘƘŜ ƴŜȄǘ ƳƻǊƴƛƴƎΦ .ȅ ŀŘŘƛƴƎ L/¢ 
and intelligence to the power grid, we could schedule the car to start charging during the night when 
there is more capacity or renewable energy available in the power grid. A power grid which is made 
more intelligent with this technology is called a smart grid. The system that automatically schedules 
consumption and production is called a smart grid service. 
 
Over the years a lot of different smart grid service approaches have been developed to intelligently 
utilize the flexibility offered by smart appliances; appliances that can communicate with smart grid 
services. These smart grid services all have their own optimization strategies and characteristics, 
making them incompatible with each other. For example, PowerMatcher [15] is an algorithm that tries 
to balance energy production and consumption in real time, where Triana [16] is an algorithm that 
tries to make plans of consumption and production in advance. 
Also, there are a lot of different appliances which are able to provide flexibility such as washing 
machines, heat pumps, micro-/ItΩǎ ŀƴŘ ŦǊƛŘƎŜǎΦ 9ŀŎƘ vendor has their own API for communicating 
with these appliances, and there is a lot of diversity in the way these appliances can communicate. 
Figure 11 illustrates the multi services a multi appliances issues. 
 

 
Figure 11: Many smart grid approaches vs many appliances 

4.1.2 The smart grid problem and the Energy Flexibility solution 
Nowadays, most smart grid services are tightly coupled to particular smart appliances. Here is no 
standard way to describe flexibility in producing or consuming electricity. The flexibility is implicit and 
appliance specific. This introduces problems for all the stakeholders involved: 

¶ Developers of smart grid services need to build interfaces for a large amount of appliances 

¶ Manufacturers of smart appliances on the other hand, have many smart grid services they 

need to interface with. Not having interfaces to major smart grid services will give them a 

disadvantage. 

¶ The Operators of smart grid services need to manage many different software packages and 

cannot switch from a smart grid technology because they are restricted to the smart grid 

services compatible with the smart appliances in their portfolio. 

¶ End users are restricted in the type of smart appliances they can use.  
 



            
FPAI System Description v1.0 

 

SUNSEED, Grant agreement No. 619437       Page 29 of 125 
 

The Flexible power Alliance Network developed the Energy Flexibility Platform and Interface (EF-Pi, 
formerly known as FPAI) as a solution to the above mentioned problems. The aim was to create an 
interoperable platform that is able to connect to a variety of appliances and support different smart 
grid services by decoupling the smart grid services from the customer appliances. 
 
The core of the FPAI is the Energy Flexibility Interface (EFI). The EFI is a generic interface which 
appliance manufacturers can use to describe energy flexibility, and which smart grid service developers 
can use to describe how they want to use this flexibility. The EFI effectively provides a common 
language for both sides, facilitating interoperability between all smart grid services and smart 
appliances. 
 
Connected to the EFI on one side are the Energy Apps, on the other side are the Appliance Drivers. An 
Appliance Driver is a software component that communicates with the appliance (using an appliance 
specific API) and communicates the available flexibility through the EFI to the Energy App, the software 
component that represents the smart grid service on the FPAI. An Energy App can connect with all 
available Appliance Drivers, however an Appliance Driver can only be controlled by one entity and 
therefore is connected to only one Energy App. 
 
Energy Apps contain logic to manage the flexibility offered by one or more appliances. Many energy 
apps will use a connection to a central system of the demand response system to manage the flexibility 
from a broader perspective, such as Triana and the PowerMatcher. 
 
Some Energy Apps manage the flexibility only from a local perspective, for example to use the energy 
produced inside the same building as much as possible. Some buildings will use only one Energy App 
for all their flexibility, other buildings could use two or more Energy Apps to profit from different 
providers. 
  

4.1.3 Energy Flexibility Interface (EFI) 
The Energy Flexibility Interface, in short EFI, forms the interface between the appliances drivers and 
the energy app. The EFI is the interface to express explicitly the energy flexibility capabilities of the 
appliances and the energy allocation requests from the smart grid service operators. 
Connected to the EFI on one side are the Energy Apps, on the other side are the Appliance Drivers. The 
Appliance Driver can pass information about the energy flexibility the appliance has to offer, up to the 
energy app. The energy app can pass allocation requests down to the appliance driver, asking for a 
certain behaviour from the appliances. The appliance and the end user always have the option to 
ignore the request and do something else. The end user is always ultimately in control, not the smart 
grid service operator. 
 

 
Figure 12: The Energy Flexibility Interface (EFI) 
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The energy flexibility, from Appliance Driver to Energy App, is described in control space messages, 
defining the space in which the appliance can be controlled. It describes the flexibility at this moment 
and optionally in the (near) future. Allocation requests, from the Energy App down to the appliance 
driver, are described in allocation messages. See also Figure 12. 
  
The Appliance Driver knows the technical capabilities of the appliance it is connected to. It 
continuously defines the operational boundaries, the control space, based on the user comfort 
settings. It has internal autonomous behaviour if no instructions (allocations) are given, in order to 
keep the appliance running. 
 
The Energy App chooses how to use the offered flexibility. If needed, it communicates with a smart 
grid service central system to collect more centralized incentives such as balancing the electricity 
production and consumption in the local street, or in the local city. It tries to find the optimal solution 
between the boundaries as defined by the user and the appliance (control space) and the smart grid 
service incentives. Based on this it makes allocations for the Appliance Driver. 
 
Smart appliance categories 
The characteristics of the flexibility are defined in four categories. The capabilities of an appliance must 
be matched to one or more of these categories 

¶ Inflexible (solar panel, Wind turbine, TV, indoor lighting). This category has no flexibility, is 

measureable and may provide forecast 

¶ Time Shiftable (Washing machine, Dishwasher). Appliances in this category can shift their 

operation in time (up to a certain degree) 

¶ Storage (Freezer, Heat pump. CHP, Battery, Electric Vehicle). These appliances are flexible in 

operation for either production and/or consumption and operation is bound by a Storage 

¶ Output adjustable (Gas generator, Diesel generator). These appliances are flexible in operation 

for production. The operation is not bound by a Storage 
 
Inflexible 
The Inflexible category of appliances are those appliances that cannot be controlled and therefore 
cannot be used in a flexible manner. Information from these appliances is however relevant for smart 
grid services. This applies in particular to the sources of renewable energy such as solar panels. It is 
inflexible when the sun is shining and making the solar panel produce electricity. The same applies for 
inflexible domestic loads, such as a TV. We watch TV when we want and that can change by the minute. 
 
Sometimes it is possible to predict the near future behaviour of an inflexible device. There are systems 
which predict the sunshine for the next hour at a specific location. This information can be passed as 
a forecast. 
 
Time Shiftable 
Where the Inflexible category cannot be controlled, appliances from the Time Shiftable category can. 
This category is designed for appliances which have the flexibility to shift their usages in time. It is not 
about using an appliance less, but rather by being flexible when to start. 
 
Examples of such appliances are washing machines and dishwashers. Both need to run at some 
moment in time to either wash clothes or dishes. The exact moment when this is done is not that 
important as long as it is finished before a specified deadline. 
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This method introduces flexibility in the electrical system by moving the usage of electrical energy in 
time. If the electrical system needs less consumption, the running of these devices can postponed to 
a better suiting moment. Once the device starts working, it performs its normal operation and can 
typically not be controlled anymore. 
 
Storage/Buffer 
Some appliances have flexibility in the form of a storage. The usage is not directly shifted in time, as 
with the time shiftable. The Storage alters its usage in time to provide an optimum energetic solution. 
A Storage can produce or consume energy between a minimum and maximum fill level of the Storage. 
 

 
Figure 13: Hot water tank Storage example 

A good example of a storage is a hot water tank, see also Figure 5. Connected to the tank is a heat 
pump to heat the water to a desired temperature. The tank has an indicator for the current fill level. 
Gradually heat is dissipating from the storage, which can modelled. The hot water tank gives the heat 
pump more flexibility in when to consume electricity (and produce heat). 
 
The storage category lists the flexibility in either production or consumption of energy that is available 
between the minimum and maximum fill level of the storage. What is modelled is the filling or 
emptying of the storage, which takes energy. What is actually in the storage (e.g. hot water, electricity, 
pressure) is of no direct relevance for the EFI.  
 
Another example of energy is a refrigerator or freezer, it stores energy by staying cold and when it 
warms up, one can say the storage is slowly emptied. At a certain predefined point, i.e. temperature, 
the refrigerator or freezer will turn on and start cooling again, i.e. filling the storage again. This filling 
does not need to be done at exactly the same temperature each time. It can be done a little sooner or 
later, depending on the current state of the electrical system. Of course, if the temperature rises too 
high, then there is no flexibility anymore and the appliance must be turned on. 
 
Just as heat and cold are stored in storages, so is electrical energy. This is a battery of course. It too fits 
within the Storage category and is governed in much the same way as with heat and cold. The Electrical 
Vehicle (EV) is not much different from a battery when it is used in Vehicle to Grid1 (V2G) scenarios. 
The exception is that where a battery is usually stationary, the EV can change location and its fill level 
can change unpredictably when is reconnects to the electrical system. 
 
Output adjustable 
As discussed, all categories thus far have been constrained in one way or another. The Output 
adjustable control spaces have no such restrictions. The Output adjustable category lists the flexibility 
in either production or consumption of energy without being bound to a storage or deadline. 
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A generator is an example. It can be switched on in order to provide extra power to the electrical 
system and can be switched off when the need has dissipated. There are only technical device 
constraints when it can or cannot run, such as the amount of diesel it has left, or how fast the generator 
may be started again after it has been stopped. 

4.1.4 FPAI runtime environment 
The FPAI is implemented as an open-source runtime for Building Energy Gateways, which can be 
installed in homes and small business environments. The FPAI is built on top of OSGi [18], a modular 
service platform for the Java programming language. The advantage of Java is that compiled Java code 
runs on every software and hardware platform where a Java Virtual Machine is available, without the 
need for recompiling the software. This allows the FPAI to run on many different hardware platforms 
and operating systems 
 
The building energy gateway is typically a small, preferably low-power computer that can 
communicate with all the smart appliances inside the building. This means that this computer needs 
to be equipped with adapters for conventional physical communication methods for smart appliances, 
such as the Serial Port, Ethernet, WiFi, ZigBee and Bluetooth. The Building Energy Gateway receives 
information about all the smart appliances and can send back instructions where applicable. 
 
Apps 
There are many types of smart appliances and smart grid services, and in the future there will be even 
more. As described earlier the software components on the FPAI that communicate with the smart 
appliance are called Appliance Drivers, and the software components controlling the smart appliances 
through the EFI are called Energy Apps. 
 
In the FPAI runtime, Appliance Drivers and Energy Apps are packaged in the form of an App. Apps can 
easily be installed in a few seconds from the FPAI Store, an online repository containing all the Apps 
available for the FPAI (like the app stores Google Play and the Apple AppStore) 
Apps can define their own user interface as part of the Appliance Driver and/or Energy App. 
 
When the user buys a new smart appliance, it has to connect it to the local network. In most cases the 
plug&play mechanism of the building energy gateway will recognize it. The FPAI will download the 
appropriate driver from the FPAI Store and connect it with the energy app of the smart grid service.  
 
FPAI User Interface 
The end-user interacts with the user interface of the FPAI. From here, the user can manage and see 
the status of all the installed smart appliances and smart grid services. They can configure and control 
their appliances, and gain more insight into the energy consumption and production inside the 
building. The FPAI User Interface is implemented as a web application. It can be accessed from any 
device with a web browser in the same network as the FPAI. 
 
Remote management and monitoring 
In some cases, such as field trials, it is desirable to remotely manage a large cluster of FPAI instances. 
Some use cases require operators to update configurations, update Apps or monitor the behaviour of 
Apps. Therefore the FPAI has an Application Management Centre, which allows operators to monitor 
and manage large clusters of FPAI instances. Using configuration templates, the operator can roll out 
new Apps or configuration changes to many FPAI instances easily. The FPAI and the Application 
Management Centre use the industry standard protocol named CWMP (described in TR-069 [17]), 
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which is published by the Broadband Forum. The core of the FPAI software has a build in TR-069 client 
for handling the connection towards the Application Management Centre. 
 
The Monitoring Framework allows every App running on the FPAI to define and report their own 
Observations. These observations can be processed by any component on the FPAI and can be 
collected in a central database for monitoring purposes. The Monitoring Framework allows App 
developers to identify and easily publish their own measurements to monitor and indicate the 
performance of the appliance, smart grid service or the App itself. 

4.2 FPAI additions in SUNSEED 

FPAI is designed and implemented to be a generic gateway solution for communication between smart 
appliances and smart grids, hence lots of existing components and features are reused for the 
SUNSEED project. However the SUNSEED project comes with some specific requirements concerning 
the communication and applications which run on FPAI. Therefore several FPAI functions are extended 
and some new applications are created. These extensions and additions are described in this section.  

4.2.1 Generic use of FPAI in SUNSEED 
Figure 14 depicts an overview of FPAI system architecture for SUNSEED.  At the bottom of the figure 
the drivers, which are responsible of communication with the real devices, are drawn. These drivers 
communicate their data via the Energy Flexibility Interfaces towards the XMPP protocol client. The 
XMPP client is responsible for the data communication towards the SUNSEED M2M platform. 
 

 
Figure 14: FPAI system architecture for SUNSEED 

4.2.2 FPAI drivers 
For the SUNSEED project the following drivers are created or under development 
 
FPAI WAMS PMU Driver 
The WAMS-PMU driver is responsible for two functionalities firstly, the south-bound communication 
between FPAI and the WAMS PMU sensor modules. Secondly it converts the measured information 
into the information format described by the Energy Flexibility Interfaces in order to achieve an 
interoperable file format. 
 
The work on the WAMS driver is in progress at the moment of writing of this document. In the current 
stage of the project it is unknown via which physical interface the WAMS Driver can connect to the 
measurement modules on the WAMS-SPM board.  
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If we decide, in a later stage of the project, to use the XMPP architecture for the field trail this driver 
is needed.  
 
FPAI Smart Meter DRIVER 
The smart meter driver is responsible for the south-bound communication between FPAI and the smart 
meter. It converts the received measured information into the information format described by the 
Energy Flexibility Interfaces in order to achieve an interoperable file format. 
 
In the current stage of the project we are still investigating which physical interface the smart meter 
driver should connect to the smart meter in the SUNSEED pilot. There is FPAI smart meter Driver 
available which is able to communicate via the P1 port of Dutch smart meters.   
 
FPAI Smart Appliance Driver 
The smart appliance driver handles the south-bound communication between FPAI and the smart 
appliances. Furthermore it converts the measured information into the information format described 
by the Energy Flexibility Interfaces in order to achieve an interoperable file format. 
 
In the current stage of the project it is unknown which physical appliances are going to be used in the 
SUNSEED project. Therefore the work on the driver is not started. As a result of previous project several 
drivers for simulation appliances are created. For instance: simulation dishwasher, simulation heat 
pump and simulation battery. These simulation devices can be used for test purposes   

4.2.3 FPAI XMPP client 
The XMMP FPAI client is responsible for exchanging information with the M2M framework. It supports 
both XMPP end-to-end connections and XMPP pub/sub functionality. 
 
XMPP FPAI Implementation: 
XMPP is a messaging protocol and in order to facilitate an FPAI app to communicate using this, a 
άǇǊƻǘƻŎƻƭ ŘǊƛǾŜǊέ ƛǎ ƴŜŎŜǎǎŀǊȅΦ ¢Ƙƛǎ ǇǊƻǘƻŎƻƭ ŘǊƛǾŜǊ όƛύ ŎƻƴƴŜŎǘǎ ǘƻ ŀ ŎŜƴǘǊŀƭ ·att ǎŜǊǾŜǊΣ όƛƛύ 
authenticates the FPAI app as a valid user and (iii) transmits messages from the FPAI app to the XMPP 
server with the designated recipient mentioned in them. The FPAI app that transmits information, the 
recipient app that receives the information and any other entity that wishes to communicate with 
ǘƘŜǎŜ ŀǇǇǎ Ǿƛŀ ·att ŀǊŜ ŦƛǊǎǘ ǊŜƎƛǎǘŜǊŜŘ ŀǎ άǳǎŜǊǎέ ƛƴ ǘƘŜ ŎŜƴǘǊal XMPP server. The XMPP server parses 
the message for recipient information and routes the message to the registered XMPP user. 
 
Registering a sensor: 
A sensor is a node in an IoT network and is recognized by a list of properties such as a distinguishable 
sourceId, its location, the type of sensor data it provides, etc. This allows for the sensor and its services 
to be discoverable by other parties based on meta information of the sensor. In an XMPP network of 
nodes, this is maintained by a registry. A registry is an XMPP client with a database which connects 
directly to the XMPP server. When a sensor comes online, it sends a registration message with its 
properties wrapped in an XMPP message that is understood by the XMPP registry client. The server 
routes the message to the registry which stores the details of the sensor distinguished by a unique JID 
(Jabber Identifier). By XMPP standards, the next step is to own the node which determines access rights 
to the sensor. Sensors can be claimed by some XMPP user by sending the appropriate XMPP message 
to the registry client, or can also be self-owned. 
 
























































































































































































