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SUNSEED@ect

SUNSEED proposas evolutionary approach to utilisation of already present communication networks from
both energy and telecom operators. These can be suitably connected to form a converged communication
infrastructure for future smart energy grids offering open servidage cycle of such communication network
solutions consists of six steps: overlap, interconnect, interoperate, manage, plan and open. Joint communication
networking operations steps start with analysis of regional overlap of energy and telecommuniagignasor
infrastructures. Geographical overlap of energy and communications infrastructures identifies vital DSO energy
and support grid locations (e.g. distributed energy generators, transformer substations, cabling, ducts) that are
covered by both energand telecom communication networks. Coverage can be realised with known wireline
(e.g. copper, fiberyr wireless and mobile (e.g. WiFi, 4G) technologies. Interconnection assur@sagmntdsecure
communication on the physical layer between energy anddem, whereas interoperation provides network
visibility and reach of smart grid nodes from both operator (utility) sides. Monitoring, control and management
gathers measurement data from wide area of sensors and smart meters and assures stable diséntautgd

grid operation by using novel intelligent real time analytical knowledge discovery methods. For full utilisation of
future network planning, we will integrate various public databg&eg. municipality GIS, weatheApplications

build on open stadards (W3C) with exposed application programming interfaces (API) to 3rd parties enable
creation of new businesses related to energy and communication sectors (e.g. virtual power plant operators,
energyservices providers for optimizing home energy usegwable public wireless access points (e.g. WiFi
nodes at distributed energy generator locations). SUNSEED life cycle steps promise much lower investments and
total cost of ownership for future smart energy grids with dense distributed energy generatibmprsumer
involvement.
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Executive Summarf{eP)

The deliverable outlines the communication solution scenarios and installation plan for connecting end
nodes for all distribution grid filed trial locations smart meters and WAMSPM devices (PMU
capability). The content is crucial to efficiently organize and implement field trial setup and operation
duringnext months.

The communication scenarios were prepared on theailable state of the art communication
hardware data from smart meter technical catalogues, WASRS/1 specifications and other
supporting communication equipmentvireless technology as access solutiomportant role in
decision making belongs to first monunication lab tests and live measurements on field trial
locations. We formpreliminary priority list of six communication networks usage in access to
interconnect end node types smart meters and WAMS nodes which contains (in decreasing order of
priority) fibore owned by DSO, cellular network (4G, 3G, 2G), copper and fibre owned by telecom
operator and other communication solutions owned by telecom operator like satellite link installation
G NHzNF £ FNBF& oYYSOlIoo . | aé&sweyonsidertsix dofirfuaiitio® 2 y R A
access scenarios:
1. Smart metersq PLC concentratog LTE modem/router (residential smart meters on field
YNRYOSNL] S .2YATFALEFSE LINIGEE& whkiRNI2 yR YYSOI (
2. Smart meter with builin GPRS modem (industrial smart metersonfield T RNIi2 'y R Yy S
3. Smart meters¢ RS485¢ LTE modeifnouter (industrial smart meters on field Kromberk,
C2YAFALFZ LINGEEe wkTRNI2 YR YYySOloo
4. Smart meterg LTE modernouter (industrial smart meters on field Kromberk, Bonifika,
LI NGfée wlklTRNI2 YR YYySOlIoo
WAMS node with bilt-in LTE modem/router (all field trial locations).
6. WAMS node with external LTE modem/router (all field trial locations).

o

All scenarios were analysed for each trial location. The most suitable solution for urban locations
(Kromberk, Razdrto) are up taatd capacity communication paths through LTE modem/router via

cellular network or fiber where is available. For rural locationsJBOA | £ € @ Y2dzy i Ay 2 dza
we canset up some unconventional communication access like satelliteotinise unlicensed band
O2YYdzyAOlI GA2Y |G ycy all 2N S0Sy 2ACA YSakKo ¢K
consideration to get the bestconomietechnical tradeoff.

The end node installation will follow timeline from installation plan prepared separately for smart
meters with PLCdata concentrators and WAMSPMunits. Installation plan is made for effective
working weeks (witbut holidays) per transformer substations. Three effective working day within one
working week are dedicated for physical installation on the field, and two days are used for
documentation and preparation purposesiming for installation starts with replacing srhamneters

at M17 and concludes at the end df2eporting period at M24Presented plans cover installation of
855 smart meters and 76 WAMS’M devicesThis will result in prosumers (DEG locations) be
equipped with smart meters, and ahe transformer sbstations andDERnodeswith WAMSSPM
devices

Regarding last analyses it is planned to install 855 of smart meters and 76 \BAM 8evicesPlan
includes just installation of WAMSPM devices withitransformer substations and nodes with DER.

SUNSEErant agreement No. 619437 Pagel?2 of 88
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For othernodes in L\istribution grid the exact locations of moM/AMSSPM devices will be
determined later to satisfy the requirements of state estimation (Refer to WP4, D4.1.1.).

For efficient andsmooth implementation of field trial installation plan we prepar some paper
supporting documentation likéleasurement Location Inventory sheet, Working Program sheet and
Working Permit sheewhich will be also converted to digital form on GIS portal. Communication
network management on the field will be implement witlagios system.

SUNSEErant agreement No. 619437 Pagel3of 88
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1 Introduction

This deliverable is upgradeversionof D5.1.1 issued at end of January 2015 (M12). It presents the
baseline for further field trial setup and operation. The D5.1.1 defines the criteria for field trial location
selecton to meetthe use cases specificatiospecifiesequipment (WAMSPMdevice$ installation
requirements, detec workflow process with supporting documentation and shows results of
preliminary DSO and telco networks coverage analyses.

Since there are far quite diverse field trial locations covering all types of distribution network (urban,
rural, mountainous) we prepare different communication connectivity scenarios for feichtrial
location. Regarding device tygemart meter, data concentrator and/AMSSPN communication
solutions should take into accousnkisting communicatioinfrastructure,and possible cost effective
upgrades while ensuringreliable and robust communication access and data transfer for smart grid
operation defined withSunseediuse cases. The scenaiwere modelledregarding results from lab
analyses where several communicatioith different combination were tested.

The ore of this deliverable is installation plan for smart meters locatethatend userssitesand
WAMSSPMdevicesat currently known locations i.esecondary substations and distributed generation
connection points. The locations for WAM®Evicesinstalled in other points in low voltage (LV) grid
areto bedetermined with WAMS positioning analygsee Delivexble 4.1.1)

For efficient and manageable implementation of installation plan on the field the supporting
documentation must be efined before starting the field trial setup. We prepared forms
(Measurement Location Inventorgheet, WorkingProgram sheet and Working permix to ensure
regularand safewvorkflow, anddeployedequipmentcontrol. Somedata from these documents will be
transferred to thee GIS portal (running on TS) provides supervisory and data exchange services which
enable field trial managedd even from office.

For communication network management on the field trialuge softwaresystem called Nagios that

is based on open source. We are using it to monitor complete telecom operator network, its elements
and some supporting systems (e.gata center servers). Nagios assures observability of
communication network elements and their performance.

SUNSEErant agreement No. 619437 Pagel4 of 88
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2 Communicationsolutionsfor field trial

A X 4 A x

| 2YYdzy AOF GA2Y SldA LISyl GKFG A& O02yySOGSR (2
compiised of:

1 Measurement elements: smart meter, WAMS node for phasor measurements (V&RMS.
T Communication elements: LTE modem/routi.C concentratorsatellite communication
node, 868 MHz communication node, WiFi access point (AP).

Some of them are briefly described in chapters belowWe see the potential in unlicensed
communication in 868 MHz band, where LoRa or Xbee (ZigBee variant) are suitable technology
candidates.The birds eye view of connecting communication end nodes into telecom operator
network i also described, with special emphasis on authentication mechanisms, that with security
architecture described in WP3, D3.4.1 form the key to secure distribution smart @allilar
communication establishes private secure APN, either in IPv4 or IRv6rks.

Since field trial locations are very geographically diverse we have a pool of heterogeneous solutions
i.e. 868 MHz mesh network, satellite or WiFi all combined with end point access either to LTE or fiber

[N

2dzi AaA RS YT7h&dstin@iedtiigSie Yy SOl Gl ttSexr gKSNB 4SS 2dzif

solutions, based on field measurements. The final implementation there is going to be determined in
due course of the project.

Small scale communication solution is also build within laboratoryrotbetl environment where we

can topologically and electrically (impedances) copy part of field trial power grid network. This acts as
test bed for smart meter, PLC concentrator solutions for gathering pseudo measurements used for
state estimation descrilein WP4, D4.1.1.

2.1 Description ofmeasurement and communication nodes

We describe sources of data from field trial and data transport solutions. Smart metarsrarected

through PLC concentrators and deliver pseudo measurements for use in state estiaaitinlations

(Refer to WP4 D4.1.1.). interconnection of PLC concentrator to communication uplink is either through
cellular LTE connection of fixed network utilizing build in Ethernet port. A general industrial grade LTE
modem/router is used on field trigTeltonika RUT950) that can connect also to fixed network or WiFi
via build in Ethernet L2 switch and wireless access point , respectively. WAMS node itself is a dual of
measurement and communication device, crucial for phasor measurements in distrilsumiart grid.

Here we focus only on WAMSPM model, that supplies phasor measurements, whereas WAMS

is used in laboratories for demand response like tasks.

2.1.1 Smart meters

We use smart meters (SM) for providing pseudo measurements for state estimatiba/sen used to
measure energy consumption of consumers and remote data transmission to DSO where they carried
up the billing of electricity consumed. SM that are currently installed in our power net already allow
certain features and services that wilise in the near future, such like DSM, dynamic tariffs, sharing
data to third user (energy traders), monitoring and control of smart house installations, security
requirements, reading the consumption of other type of energy and data transmission.
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Poweris measured inside a measuring perthadt can be seto 15, 30 and 60 minute8elow is a

diagram Figurel) of four quadrant metering (four quadrants of the AC wavefopriiciple used
mostly for industrial and DEG use, alsoSunseed field trial.

R+ (Q1+Q2)
i Reactive
Energy ) Q2 Q1 Energy
production i | consumption
A~ a3 Q4 | A+ Active
'R-1(Q3+Q4)

Figurel: Snart meterfour quadrant masuringprinciple.

In Slovenia, the Roll out project with new meters is carrying up with full speed and a#i BIB@dy

has mutually harmonized technical requiremeffts the equipment to provide the reliability of the
system and interoperability of equipment from different manufacturers. The equipment must meet
the requirements of the Association IDIS, which interprets and clarifies the parameters of the standard
DLMS

In domestic(household)environment,we use generally meters with PLC communicatiefSg8. A
typical representative of this type of meters are E450 (Landis & Gyr) and Mx 381 (Iskraemeco), which
meet all the technical requirements and work stable in tiet (Figure2).

. — | )

| =
ek
. | B -
¢ l a . ¢
-
- -

Figure2: Smart meters Landys&GgE450) and Iskraemeco (Mx 38&jth PLC communication
Basic technicahnd regulatoryrequirements okmartmetersfor use in Slovenia are:

Data codingystem OBIS standard SIST EN 68156
Application level: COSEM protocol SIST EN 62856
Application level: DLMS protocol EN 613341 / 42.
Measurement accuracy SIST EN 50470.

Display the OBIS identification codes SIST EN62D56

=4 =4 -4 -8 9
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1 Controlled circuit breker with a rated current of 80A disconnection with the possibility of
additional keys to restart.

1 The corresponding registers OBIS must be registered witlirditional power flow and

energy in all rates for other meters connected via a power meter (mutility).

The numerical value of the tiriag must comply with the minimum requirements of the

standard SIST EN13754and EN620561.

Monitoring of certain quality parameters (interruption, over and under voltage).

Optical interface for configuring arldcal readout (DLMS).

Local communication to the rest of the meter and the communication interface devices with

M-Bus RF or Nbus.

1 Communication for domestic display and other devices for smart house automati@ugM
RF, 868MHz SIST EN134%7

1 To retrieve data from the meter (tariffs, load) meters should support standard IEC 62056
and EN62056-6: 2013.

1 The meter must enable a remote communication on or off the circuit breaker directly or
through communication.

1 Coordinated settings list with SM whene have defined the parameters of meter required
appears on the display, the order and dynamics of read registers, see other functionality that
provides counter etc.

= —a =

Technical data and requirements are gatheredablel.

Techntcal requirements
Measured quantities

Active energy bdirectionally with the display o
energy A +, AThe arithmetic measurement
Connection Direct

Rated voltage W Singlephase: 1x 230 \%
Threephase: 3230V / 400V

(80%-115% Un)

Nominal refereme current ks 5Aor less

Minimum current hin <0.05 k¢

Starting currents| 80A or more

Rated frequency pn |1 p po2

Accuracy

class A (EN 50473)

Surge insulation strength

8 kV surge (1.2 / 5@s)

Short circuit current

4 kA

Temperature range afperating

-25 Cto 60 C or wider

Voltage circuit self consumption

<2W and less than A

Current circuit self consumption

<0.1 VA aty

Reaitime clock

SIST EN 62084, abilty for remote
synchronization

Optical interface

SIST EN 62084, IR fo local data reading

Reserve power supply for internal clock

Enabled backup power to maintain the minimu
hours 7 days

Degree of protection

IP 52 housing (housing must meet requireme
for double insulation)

Display

liquid crystal display 7 segments tife OBIS
identification codes (EN 6205%0L)
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Format of record energy registers must be as
follows:

- 6 whole numbers

- separation symbol for decimal and

- one decimal place

The tariff program Slovenian tariff times, the possibility of changi
tariff schemes opportunity to activate new tarif
scheme on selected date

Measurement reporting period Adjustable measurement period from 1
minutes to 24 hours.
Memory forload profile Saving the numerical conditions in all tariffs. T

minimum memory for at leds90 days at a 60
minute measuring period at least 60 days at a
minute measuring period

Billing status The memory must be saved the situation
00:00 of the last 12 months

Log book The memory must keep the last 200 events

The quality of power supply Separate registration of outages lasting less tf
3 minutes

The wire terminals for power line and for th classic screw type, screw type PZ2 +
other button switch

Controlled circuit breaker In accordance with the standardizq
requirements of sect ollaassociations of DS®

Security system Detection of opening the meter cover ar
terminal cover, and the absence of a forei
field.

Quality PLC signal (functionality not secreting Indication qualities PLC signal / noise

The maximum dimensions of the singlephase meters 230x132x30m

three phase meters 278x178x160n

Requirements for the PLC modem

Selfconsumption Max 8VA
According to standard Plug and play EBI13344-511 /512
Communication protocols SIST EN 620553

Tablel: Snart metertechnical data and requirement.

2.1.2 WAMSnodedevices

WAMS node consists of advanced measurement technology, data processing tools and operational
infrastructure that together enable to facilitate the understanding and management ahtreasingly
complex power system. Traditionally, WAMS nodes are used in the transmission segment of the
electricity grid, but is due to massive enforcement of renewable energy sources and storage
capabilities gaining momentum also in distribution segmehthe electricity grid. For a variety of
project use cases that were identified and described within WP2, the Wab&d research and
development activities are performed within WP4, which deals with the overall distribution grid state
estimation, and W3 that covers the design and implementation of measurement, processing and
communication units.
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The custom WAMS devices (Refer to WP3, D3.3.1.) are being designed to provide capabilities in terms
of (i) power quality measurement and control (€RIC) andii) synchrephasor measurement and
estimation (CRESPM). The CPMC devices are foreseen to be used at grid end points (loads or power
sources) to enable regime power quality monitoring and if necessary loads control ovtaidle on

off switches or onnected device application programming interface (API). On the other hand, the CP
SPM devices are designed to provide precise insight into the distribution grid and support voltage as
well as current phasor estimations. Both solutions share the desigpicationrelated processing
capabilities and communication solution. The latter enables to use or combine various wireless (LTE,
Wi-Fi, LoRa) and wired (Ethernet,-&5) connectivity options. Since each WAMS device instances is
designed to measure valges and currents of only onephase line the, a common data exchange and
clock synchronization bus is introduced to enable more complex setups of a particular deployment
site.

2.1.3 External cellular LTE modem/router

A large number of smart meters, PLC coninrs and WAMS nodes (WAMSPM) are also connected

to external communication node. This is a universal solution that can work in cellular network (4G, 3G,
2G) or fixed network via its Ethernet ports or interconnects with WiFi network.

We have tested seral LTE modem/routers according to objectives outlined in WP2, D2.2.1 and
requirements form DSO EP. The main intention was to assure their over the radio link (4G, LTE)
interoperability with TS cellular network and further evaluate their functionality pexdormance, as

well as price. We have chosen the Teltonika RUT950 modem/router that enables multiple
communications solutions and routing optiori&dure3).

FROMOvE Baok PanB! Lo Inken BIM §

Ethernet connectors to
fixed line communications External antennas connectors

LTE communication module

Figure3: LTE modem/router Teltonika RRBD communications interfaces.

In the most general case we use cellular connection between the LTE modem/router as communication
node that is connected to measurement point (e.g. WAMS node, PLC concentrator, smart meter,
intermediate for special solutionkke 868 MHz node). A special APN=sunseed.ts.si is created for
Sunseed connectivity. LTE modem/router gets IP address assigned from central dynamic DHCP or static
RADIUS servers. A positive feature of this solution is a complete separation of data trdrspor
Internet, which is a security precondition for any smart grid communications solution. Connection
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reliability depends on the number of base stations within the LTE modem/router reach. If failure occurs
on one base station, the router automaticallgnmects to other base station within radio link reach.

To enhance communication reliability we can use both primary and secondary connections (fixed and
cellular/mobile access). For example primary connection is cellular access APN and secondary
connectian is fixed access VPN. We decide on backup or secondary connection on specific field trial
locations, where fiber is available or want to demonstrate dual up link form DEG or transformer
locations.

We can also use only fixed, either fiber or xDSL cororectin WAN link with LTE modem/router. In

this case the integrated LTE modeauter functionality is not used, but only internal LAN to WAN
Ethernet routing is set up. Router access is via a specially created VPN Sunseed. Router gets IP address
from central DHCPResver, which is connected to the Sunseed VPN. A positive feature of this solution

is again complete separation of measured data from the Internet.

In all communication scenarios it is possible to implensentalled RADUIS behind MS functionality to
enableaccess to several end measurement nodes that are for example connected via Ethernet ports
(e.g. PLC concentrator, WANB®M) and/or WiFi network (e.g. 868 MHz communication intermediate
node) to single LTE modem/router. This enables full observabilitgrgéd measurement network
nodes, which is the case in dense urban areas (e.g. Bonifika).

2.1.4 PLC dta concentrators

The basic function of theLQoncentrator is to collect data from metering devices, store it and deliver
the data to the Message Max platforamd on to upper level systemBLC @ncentrator communicates

with the HES system using TCP/IP and GPRS. With the metering &\iceacentrator uses cost
efficient and simple low voltage PLC communica{@80 Vac)

In case of PLC meters the concentratollects all meter data from all attached meters periodically
and stores them locally. Upon regular intervals the DC pushes the collected data to the central system.

Forelectricity (master meter):

1 Daily Billing Values: consisting typically of the dategister values captured at midnight each
day. The daily billing values are stored in data structures called profiles.

9 Periodic Consumption Values: consisting typically of theated register values captured at
periodic intervals (60 min, 30 min, 15mand capturing period). The capturing tisimstances
are synchronised to the fuliour, halthour or quarterhour depending on the capturing
period. The periodic consumption values are stored in data structures called Profiles

1 Events: are logged in a @astructure called event log. The event logs are typically used to
supervise: the status of the meteend the status of the electricity distribution network
(power down/restoration, over/under voltages).

1 Monthly Billing Values: consisting typically of théed register values captured at midnight of
the last day of the month. The Monthly Billing Values serve as emergency backup; they are not
regularly readout (the monthly billing value is included in the daily values). The monthly billing
values are store in data structures called profiles.

ThePLG:oncentrator acts as master of the underlying PLC network. For that it supports:

9 The fully automatic detection of newly installed meters and PLC communication units (plug
and play).

1 The fully automatic switchgover process in case of a feeder change in the LV network; the
PLC units are released from omd_Cconcentrator and reegistered at the newPLC
concentrator.

1 Supervision and optimisation of the PLC communication network by computing performance
statistics and by optimising the repetition credits in order to achieve maximal channel capacity.
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1 Automatically synchronising the clocks of the communication units in the LV network.

Besides the basic tasks which support the maintenance of the communication nketaViotasks for
the data exchange with the meters are programmed by the CS.

~—

Figured: PLC dta concentrator used in Slovenian power distribution utilities.

In SloveniaKigured), the PLC communicatidrased on FSK technology is alreadhuild-in. It ensures
reliability of data transfer for a billing. We are looking for possibility to integrated additional functions
over this transmission path and checking new technologies that will be soon avaitablepaning

new opportunities to us.

Basic technicahnd regulatoryrequirements ofPLC datanetering devices for use in Slovenia are:

1 For the implementation of the local parameterization, reading and stale configuration
concentrator must allow the followig communication channels: IR or Ethernet or other
standard interfaces.

9 Data concentrator must enable functional operation of PLC meters of different manufacturers
(interoperability) based on IDIS requirements based on OBIS standards

1 Standards:

- the IEC 6334-5-1 (physical layer and MAC)

- the IEC 61334-32 (LLC)

- the IEC 620563 (COSEM application layer)

- the IEC 620561 (Object Identification System OBIS)
- the IEC 620562 (Interface class)

- the IEC 61334-511 (CIASE protocol)

1 The concentrator must, basednahe identification numbers, automatically recognize the
newly installed counter and give it to your list of read meters.
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Technical data is gathered Trable2.

Connect Direct

Referencevoltage: 3x230V/ 400V

Raked frequency: 50Hz

Surge insulation strength 12kV(1.2/ 50ns)

Operating temperature range: -25 Cto+60 C

Self consumption <75W/26VA

Degree of protection IP51 double insulationECG50529

PLQnterface Transmissiomspeed(2400bpswith option of additionalother
standardspeed

The possibilityf readingmetersDLMSE(613344-41
The possibilityf readingmeters COSENPLAE(6205653
The possibilityf readingmetersIDISPLGspecification
"Plug ancPlay installationat (IEG613344-511/ 512)

LANinterface 10/100 Mbps Ethernet2x RJ45for reading data andlocal
parameterization

RS485nterface Transparenserialcommunication interface

GSM GPRMterface Modem 2G/ 3G compatible with900/ 1800 MHz and 900/
2100MHzUMTS3GPmetwork andcommunication

AuxiliaryPower Supercapacitorfor at least 7 days

The communication protocols DLMSndCOSEM

Table2: Technical data d?LQdata concentrator.

2.1.5 868 MHz wireless technologgnd access solutios

Fieldtrk £ € 20FdA2Yy | ( comyuBiationcallehdesS 8o welasSthink of other
communication solutions that can produeaoughdata for out state estimationeither from WAMS

SPM nodes of smart meters. Unlicensed 868 MHz communication is a carstitlgten technology

with two implementations: XBee or LoRa. Both are presented in this chapter. The final decision of using
these solutond\ y Yy SOl @I f t Sstillrddé& toRsidéradignl £ € 2 OF GA 2y

The main issue of communication is access networ last mile access. This issue is exacerbated for
cases when telecom operator wants to participate in distribution smart grids operations, since utility
and telecom operator end node locations and especiallRID&ations may not overlap. The cases on
field trial locations demonstrate that rural areas present a challenge and potential large economic
investment. Lower frequency radio technologies that operate in 868 MHz band (EU unlicensed band)
may offer interesting solutions. Research and standardisagffortsin usingthis bandfor smart grid
applications is very vibrant in recent years. IEEE has ratified IEEE 802.15.4g for low data rate
communication, while Semtech has introduced LoRa for low to medium rate long range
communication [IEEE 2012] [S@@15]. Such solutions are suitable for lower data rate end nodes (up

to 50 kbps), PLC concentrators or WAMS nodes with lower reporting periods (e.g. 10 sec), that still
enable gathering much more information compared to smart meter and thus accurate state
estimation.

Solutions are packaged as integratabt®mmunication nodes that can automatically form
homogeneous or heterogeneous wireless network(s), thus are very convenient for enabling additional,
alternative or backup solution for the last mile datarisport, alsowvithin Sunseedfield trial location
6Sd3Id NAGSNI YYSOI @GlttSeoo
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The communication capabilities of wireless nodes are dependent mostly on the combination-of low

power radio interfaces implementation and external high gain antennas, operating at 2.4 GHz, 915
MHz, 868 MHznoo alil FTyYR omp alil L{a ¥F¥NBIldSyode ol yR&d
hardware is selectedased on theequired communication distances, datates, and transmit power

limitations. Such communication solutions do not introduce additional interfezeon the WiFi bands

since they are using newoverlapping spectra and different modulation schenasl can enable
communication on larger distances. Among all options, especially wireless nodes for 91mdfiHz

allowed in EUand 868 MHz bands offer a goodmpromise between the price, size, supported data

rate, communication range, network topologies and sensitivity. Typical representatidelsof such

nodes are XBePRO 868 and LoRa 8&®th for 868 MHz bandtoRa 2015], which can offer outdoor
commuricationfor distances up teeveral kmLoRa is most recent technological solution, specifically
designed for long range machine communication in star topologies and offer considerably better
receive signal sensitivity as a bonus for rural ar&a® follaving presented radio module solutions

(Figure5) can be packed in waterproof enclosures and installed at DEG node or on low voltage grid
pylons(Figue 6) [Digi 2015], [Lib 20155imilar approachcan B t AaSR 2y FASE R G NAI
selected pylons (See Chapter 3 for simulation resulitegal communication with PLC concentrator is

via WiFi or direct attachment to measurement node (but not used in such configuration on Sunseed).

Parameter XBeePRO 868 LoRa 868

Range line of sight (LOS) < 40 km, with dipole antenna | 21 km, with 4.5dBi antenna
Range in urban environment | < 550 m, with dipole antenna | 2 km, with 4.5dBi antenna

Max data rate 24 kbps 50 kbps
Receive sensitivity -112 dBm -134 dBm
Max TX power 25 dBm 14 dBm

Table3: 868 MHz solutionsomparison XBee vs LoRa modulgkib 2015]

E: Y e e Vi 2 : e
Figue 6: Example of commercial solution fapbust installation of 868 MHz radio modem on
LV power line pylofiLib 2015]
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2.2 WAMS node connectivity and authentication solution

We present a top view of WAMS nodeither WAMSSPM or WAM®MC modelsplacement into
G§StSO02Y 2LISNI 2NRa O02YYdzyAOlI A2y ySG62N]l P ¢KAAZ
entity that owns and operates IP network infrastructure. Each end node device needs to be properly
authenticated before granting acceso IP network. The procedure for authentication is described in
detail. We treat interconnection with fixed and cellular networks in the same manner, since crucial
building blocks are shared (e.g. RADIUS ser@enjlar procedure applies when WAMS node®
connected toDSO (tility) access communication network. It is up to the agreed procedures between
utility and telecom operator who does the authentication process of devices placed within distribution
smart grid. Such decisions are influenced alsbusiness models (Treatise of WP2,32, D2.3.2).

2.2.1 WAMSnodespositioningwithin IP network

Top level view of WAMS node placement into IP netwodh@wvn / presentedn Figure7. We treat
WAMS node connection to communicatioretwork for clarity reasons, as though only single
communication network provider handles cellular and fixed networks. There can be two providers,
whereby the authentication procedures described are the same, only that communication network
elements are dplicated (e.g. RADIUS server at each provider). The same also applies if fixed network
belongs to DSO/utility.

WAMS node is connected texternal LTE modem/routevia Ethernet cableor can be directly
connected to fixed networkRouter can establish WA®Nnectivity either via mobile 3G/4G network

or fixed FTTH/XDSL netwdfiber/copper) Description of communication networks from WP2 D2.2.1
applies for deeper understanding of the presented situatléthe main WAN link ADSL/VDSL/Ethernet
over fiber/wire is not accessible, thethe regular application traffic will continue to operate \tize
2G/3G/LTE mobile network within short interrupt timéhen failure on wireline network link will be
successfully established back, a rollover procedure of switch fstam mobile network.

Forecastil
Monitoring LS State estimation Gis

Control

—— — — — ———— —_ o— —_S—— s — — — — — — — —

Publish — Subscribe

Raw data store entities

Authorisation
Authentication
Accounting
policies

Telecom operator
core network and authentication

&

Mobile - IP Core
network router,

IP routing policies

BW profile
RADIUS policy

Local aggregation router
(LAR)

WIRELINE MOBILE
255 ne! r WAMS nodes o stworl
access network access network WAMS nodes

Figure7: Top level view of WAMS node placement into IP network.

WAMS nodes
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A secure cellulaprivate access point networkPN=sunseed.ts.si is created Sunseedonnectivity.
Mobile router gets IP address defuhin central LDAP database assigned through an outbound RADIUS
server(Remote Authentication Didh User Service)sed by GGSKGateway GPRS Support Nade)
which is used to authenticate users that are connecting to $luaseedplatforms. Connection and
authentication procedure is similar for fixed line access, only that session goes to BRASitive
feature of this solution idavinga complete separate data transfer from the Internet. A negative
feature isthe dependence on mobile network operator stibns and theadditional cost of creating

an APN. The reliability of this solution dependgli@number of base stations within the router reach.

If failure occurs on one base station, the router automatically connecs tiher base station within

radio link reach. Characteristics (latency, throughput) of data transmission depends on the generation
of mobile cellular network (2G, 3G or 4G).

WAMS node presented here is the most general case, and can be at home user location, with FPAI
software agent istalled (WAMSPMC) to perform demand response actions. Further remote access to
each WAMS node is possible, as well as local access and monitoring in cases of field trial installation
and servicing needs.

Assigning static IP from RADIUS seoretAPN=sureed.ts.si for mobile routers 2G/3@G, will be

solved by activation over primary and secondary RADIUS servers by the use of
Username=sunseedXXX@sunseed and password authentica&ignse). The same RADIUS server

and type of cedentials are used also for FTTH/XDSL authentication but with different username and
password combinations, but still providing the same LAN IP address assignments fénightelsind

side)or mobile (left hand side) accessedlore detailed procedure ofuthentication is described in
Figurelo.

RADIUS LDAP

4 ~,
l’ ‘5
2a ~.2b
’ S
. .

Figure8: Main elements in IP network used during authentication and authorisation procedure.

Each WAMS node with possible externammunication node (LTE modem/router) can have two

uplink connections, cellular or fixed. Any can be assigned as primary or secondary. For example we
assigned cellularrpmary link over 2G/3G/LTE mobile TS netwtrkgughaprivate APN=sunseed.ts.si,

with assigned static IP for particular mobile router on its username / Biy(edv ® ¢ KS adk GA O
any particular remote mobile router are necessarin order to enable remote
administrations/configurations from the core LAN mgeanent node.
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Router
Bhernet-LTE

Cellular network

(LTE GPR‘$ HA"h¥vv;iﬂah¥v‘;iiﬁﬁhvv;h ®P\/
Bhernet

User: sunmobl@sunseed_test -
Pass: censored Smart meter
APN: sunseed_test.ts.si

Mobile WAN IP: 10.99.5.1

Fixed WAN IP: 10.99.55.1

LAN IP: 10.99.42.1/27

Fixed network
(copper, fiber)

Figure9: Smart grid end node main parameters for IP network connectivity.

Onthe fixed FTTH/xDSL network we also creafohseedVPN instance. Authentication is done via
RADIUS. A positvfeature of this solution is a complete separate data transfer from the Internet. A
negative feature is dependence on fixed line operator solutions, additional cost of creating a VPN
RADIUS server also provides the possibility to specify Frikoetk paraeter to BRAS server or to
GGSN. In this BRAS or GGBNP routecan automaticallybe installed for the specific LAN segment

used for a connection to a specific WAMS node. In this case GGSN must alfgatnte called routing
behindmobile station MS) parameters, but in the case of BRAS thisfeature quite commorty used

By using Framed Route we enable the possibility to have many WAMS nodes behind router accessible
via router kind of DMZ).This enables full observability of larger sensetwork behind single router

access point (LTE modem/router or WAMS node) within distribiginart grics.

Authentication and other parameters like static IP, routing behind MS, access lists are not stored on
RADIUS server itself but rather in LDAP database,emver specify user parametershe schema

which defines static WAN IP and routing behin8Métwork segmentised for test purposesn Table

4. Columns are as follows: APN name of assigned Sunseed APN to which WAMS node bétbngs, va
until time of the APN, list of user names in RADIUS server with assigned WAN IP and passwords, where
each can have up to 32 additional IP nodes connected to it.

This is Sunseed case means that scalability of WAMS sensor nodes on the field tridlléd ena
architecturally, and can scale to 32 K nodes already.

SUNSEED RADIUS (IP=89.143.16.36/37): => mobile subnets IP = 10.99.5.0/24

:
e GSM &t APN=sunseed_test.ts.si
L Date: APN VALID UNTIL: Username Password WAN P WAMS [S/N; IMEI|DMZ /27
s |1 8.7.2015 sunseed_test.ts.si 15.9.2018 sunmobl@sunseed_test censored 109951 10.99.42.0
.2 sunseed_test.ts.si 15.9.2018 sunmoh2@sunseed_test censored 108952 10.99.42 32
|3 sunseed_test.ts.si 15.5.2018 sunmoh3@sunseed_test censored 108953 10.99.42 64
s sunseed_test.ts.si 15.9.2018 sunmobd@sunseed_test censored 109954 10.99.42 .96
H sunseed_test.ts.si 15.9.2018 sunmoh5@sunseed_test censored 10.899.55 10.99.42.138
|6 sunseed_test.ts.si 15.9.2018 sunmob&@sunseed_test censored 10.99.5.6 10.99.42 160
=7 sunseed_test.ts.si 15.9.2018 sunmoh7@sunseed_test censored 108957 10.99.42.192
At sunseed_test.ts.si 1552018 sunmob&@sunseed_test censored 1058958 109942 224
|2 sunseed_test.ts.si 15.9.2018 sunmob9@sunseed_test censored 10.899.5.9 10.99.43.0
12|10 sunseed_test.ts.si 15.9.2018 sunmobl0@sunseed_test  |censored 10.98.5.10 10.89.43.32
11 sunseed_test.ts.si 15.9.2018 sunmobll@sunseed_test |censored 1098511 10.99.43 64
.12 sunseed_test.ts.si 15.5.2018 sunmobl2@sunseed_test |censored 10.98.5.12 10.99.43 96
13 sunseed_test.ts.si 1552018 sunmobl3@sunseed_test |censored 1098513 109943138
14 sunseed_test.ts.si 15.9.2018 sunmobld@sunseed_test |censored 10.99.5.14 10.99.43.160
|15 sunseed_test.ts.si 15.9.2018 sunmobl5@sunseed_test  |censored 10.99.5.15 10.99.43.192
.16 sunseed_test.ts.si 15.9.2018 sunmobl6@sunseed_test |censored 10.98.5.16 10.99.43.224

Table4: WAMS node APN authentication parameters on IP network.
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2.2.2 Session establishment and end node (user) authenticatmmocedure

Authentication of end nodes or users sommunication network is a standardised L2/L3 procedure

done by any telecom operator. It is part of the security procedures. On Sunseed, however we define
more elaborate authentication also on application level, L7, that is thoroughly described in WP3,
D34.1.

For IPv4 the athentication begins by a BRAS challenge to a user for passkigtole€l0). In the second

stage BRAS request a connection access and parameters from RADIUS server. A RADIUS server queries
an LDAR database foruser parameters, which are sent to RADIUS. RADIUS accepts the connection,
providing the connection parameters for a specific user or in our case router, to which WAMS node is
connected.

Figurel0: WAMS node authentication prosg and protocols.

The same concept is applied also in case of IPv6, but with the use of Prefix delegation for LAN IP
addresses assignment that are used by WAMS. Also in case of IPv6, main parameters are stored in the
LDAP database including WAN and LAdfixpr
The Prefix delegation for IPv6 works as follows:
1 Neighbour Discovery (ND) protogslusedo assign an IPv6 prefix to the WAN link of the CPE
(customer premises equipment) or LTE modesuter.
1 ND obtains the IPv6 prefix from:
A The FramedPv6Prefixattribute, which can be configured statically or by using the
FramedIPv6Prefix RADIUS attribute
A A shared IPv6 prefix pool

ND supports Stateless Address Auto Configuration (SLAAC), which enables subscribing hosts to
automatically configure global IPv6drésses on their interfaces. SLAAC uses ND to advertise an IPv6
prefix or group of prefixes alink. The host automatically configures its interface address by appending

the host interface ID to the IPv6 prefix.
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